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1.JlosscHUTENbLHAA 3ANACKA

1.1 eab u 3a7a4U TUCUUIJIMHBI

Henpto kypca sBIsS€TCS HAyYUTh CTYIEHTOB aJ€KBATHO IMOJb30BAThCS MHOCTPAHHBIM
S3BIKOM KaK CpEeACTBOM KOMMYHHUKAllMd B MpPOo(ecCHOHANBHOM cpele, a Takke JaTh UM
HEOOXOJMMbIE HAaBBIKM JJIs TOr0, 4YTOOBI 0€3 3aTpyIHEHUH, NPaBHILHO U OCMBICICHHO
OCYLIECTBJISATh MUCHbMEHHBIN NEPEBOJ TEKCTA, CBA3AHHOIO C €r0 CIELUAIbHOCTBIO, C MEPBOTO
MHOCTPAHHOTO fA3bIKa Ha PYCCKUM S3bIK.

3ajaun JUCIHUIUINHBL:

CryneHT B pe3yibpTaTe OCBOCHHMSI Kypca JIOJIKEH:

- TIONyYUTh TMPAKTUYCCKUE HABBIKM OOIICHHMS HAa WHOCTPAHHOM  SI3BIKE  I10
poeCcCHOHAIBEHBIM BOIIPOCAM;

- Hay4uThCs M3JaraTh CBOM MBICIU B YCTHOW M MHUCHbMEHHOW (opMe M MOAepKUBATh
YKUBOU TUAJIOT Ha MHOCTPAHHOM $I3bIKE B cepe npodeccuoHaIbHON KOMMYHUKAIINY;

- M3YYUTb M CONOCTaBHTb OCHOBHBIE CTHJIEBBIE OCOOCHHOCTH TEKCTOB HAyYHOTO
(YHKIIMOHATILHOTO CTUJISI HA IEPBOM MHOCTPAHHOM SI3bIKE U HA PYCCKOM SI3BIKE;

- HAy4YUTbCSl MPOBOJIUTH MPEANEPEeBOTUECKUII aHalu3 TeKCcTa, Ha KOTOPOM OyayT
0a3upoBaThCsi M30MpaeMble MEPEBOJUYECKHE PEHICHHS C YYETOM HHIAMBUAYATbHO-aBTOPCKOTO
CTHJISI OpPUTHHAJIA U TPEOOBAHUM PYCCKOM CTHIIUCTUKH;

- OBJaJETh [MPaKTUYECKUMH TIpUEeMaMH TepeBoJa, B T.4. MEPEBOTYECKUMHU
TpaHcHOpMalUsIMU, U HAYYUTHCS PUMEHSATh UX C YYETOM KOHTEKCTa;

- HAYYUTHCS TIOJIb30BAThCS KOMIBIOTEPHBIMU MpOrpaMMaMi, pa3paboTaHHBIMU B
IIOMOIIb NEPEBOIUYMKY (JIEKTPOHHBIE CIOBApU, CUCTEMbl aBTOMAaTHU3MPOBAHHOIO NEPEBOJA), U
IPUHUMATh PELIEHUE O TOM, KOTJIa X UCIIOJIb30BaHNE OOOCHOBAHO;

- HAYYUThCA IPOBOJIUTH MMOCTIIEPEBOAUECKOE PEAAKTUPOBAHUE TEKCTA;

- HayuuTbCs OOOCHOBBIBATH H30paHHBIE MEPEBOJUYECKHE PEIICHUS W PaCKpPHIBAThH

MCXaHU3M UX BO3HUKHOBCHUA.

1.2. ®opMupyembie KOMIIETEHIIUH, COOTHECEHHbIE C IJIAHUPYEMbIMU

pesyJdbTaTaMu Oﬁy‘leﬂl/lﬂ o JMCHUIIJINHE

Koabl CopepxaHne KoMmneTeHUUN MepeyeHb NnaHupyeMbIxX
KOMMeTeHuMn pe3ynbTaToB 00y4YeHus no
7 AUCLUMNIINHE
OK-2; CMOCOOHOCTLIO BbICTpamBaTh U 3Hamb:
peanu3oBbiBaTb NEPCNEKTUBHbIE ° OCHOBHblE npasuna




NNHUN MHTENNEKTYanbHOro,
KyJfbTYPHOr0, HPaBCTBEHHOTO,
domsnyeckoro n
npodeccnoHanbHoOro
camMopasBuUTUS U

CcaMoCoBeEpPLUEHCTBOBAHUA

OK-11

CrnocobHocCTb cBOOOAHO
NoNb30BaTbCA PYCCKUM U
MHOCTPaHHbLIM A3blKamMK Kak
CpeacTBOM AENOBOro odLeHus,
CNOCOBHOCTBIO K aKTMBHOWM

coumnanbHoM MOBUNBHOCTH

MK-31

rOTOBHOCTbO NPeACTaBNATb
pe3ynbTaTbl UCCNeL0oBaHNS B
dopmax oT4eToB, pedrepaTos,
ny6nvkaunmn n nyenmyHbIX

obcyxaeHun

NoCTpoeHnss NpodeCccMoHanbHOro
ANCKypCca Ha MHOCTPaHHOM SA3bIKE;
° OCHOBHbI€ oTnnYnsa
npodgeccnoHanbHOn
KOMMYHMKaAUMW  Ha  aHrIMACKOM
A3blke OT  MpodeccnoHanbHON
KOMMYHMKaLMM Ha PYCCKOM SA3bIKE;
° OCHOBHbIE npuembl n
cTaguu nepeBoayveckon paboThl.
2. YMemb:

° nopoxaatb TEKCT no
BOMpocaM, BXOAdAWMM B  €ro
npogeccnoHarbHyto
KOMMNEeTEeHLMI0, COOTBETCTBYHOLLMI
peyvyeBbiM, SA3bIKOBbIM, >XaHPOBbLIM

n CTUieBbiM HOpMam aHIrMNNCKOro

A3blKa;
° OCYyLLEeCTBNATb

npenBapuTenbHbIn aHanus,
NMUCbMEHHbIN nepesoa "

penakTtnpoBaHme TEeKCTa C y4eToOM

ero (byHKLI,VIOHa.I'IbHO-
CTUITNCTUYECKON
NPUHaOIeXxXHoCTu, CTuUneBoro

cBoeobpasuma wn  TpeboBaHuK
PYCCKOro 53bIKa;

° 060CHOBbIBATH cBoe
nepeBoaYECKOEe peLLEHME;

° ymerno Nonb3oBaTbCS
KOMMbIOTEPHBIMA  NMpPOrpaMmamu,

HanpaBJiEHHbIMA Ha NOMOLLIb

nepeBoauMKy (9NeKTPOHHbIE
crnosapu, CMCTEMBI
aBTOMaTM3NPOBAHHOIO

nepesoga).




3. Bnadems:

° CNOCOBOHOCTBIO OTOMpaThL U
ncnonb3oBaThb B Hay4HoW
[eATenbHOCTH Heobxognmyo

WHpopMaumuio nNo  npobrnemam,
CBA3aHHbIM C NpegMeToOM Kypca,
c MCNONb30BaHNEM Kak
TPaAVLMOHHbIX, Tak n
COBpPEMEHHbIX obpa3soBaTeribHbIX
TEXHOMOTNN;

° CNOCOBHOCTbIO
CaMOCTOATENBHO n3yvatb n
OpUeHTUpoBaTbCA B  Maccuee
Hay4YHO-NOMYNAPHON UK Hay4HO-
nccnegoBaTenbCkon nuTepaTypbl
M NyénuuMcTMKM € y4eToM
NOMNyYeHHbIX 3HaHWM;

° BCEMMU HeobxoaAnMbIMK
npremamm TEKCTONOrM4ecKkoro

aHali3a 1 nepeBoaa.

1.2 Mecro nucuumianHbl B cTpykrype OIT BO

JucuuiuinHa « AHTTIMICKHIA TPO(eCCHOHANBHBIN A3bIK U TEXHHUECKUI MepeBO/» BXOIUT
B OJOK 00s3aTeNbHBIX AMCLUMIIMH BAapuUaTUBHOM YacTW UUKJIA JUCLUIUIMH TOATOTOBKHU
CTYACHTOB I10 HalpaBJIeHUIO «VIHTeNIeKTyanbHbIe CUCTEMbI B T'yMaHUTApHOH cdeper.

[IpenogaBanuo0 JUCLMIUIMHBL TNPEIIIECTBYET HM3YyYEHUE CIEAYIOUIMX KYpPCOB: Kypce
MHOCTPAHHOTO S3bIKa B IpOrpamMme OakaiaBpHara.

OcBoeHMe TUCIUIUIMHBL ABJISETCS OCHOBOM Uit MoObIxX aucuuiuind OIl, B Tol mepe, B
KOTOPOI HeoOXoauMas JUlsl UX OCBOCHMS MH(POPMALUA MOXKET ObITh MOIy4€HA U3 MHOA3BIYHBIX

HCTOYHHUKOB.



OO0masi TpyI0eMKOCTh OCBOCHHS JUCIUIUIMHBI COCTaBIsieT 9

2 CrpyKTypa IMCHMILINHBI (TEMATHYECKHUIA NJIAH)

MpaKTUIECKHE 3aHsTHsI, 216 4. camocTosITeNTbHAs padoTa CTYICHTA.

3.e., 324 4. U3 uux 90
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Tema 1.
OcobeHHOCTH
TeKcTa
aKaieMu4eckoro
cTunsa

16

YCTHbIN ONpoC

PaboTac
TeKcTamu
Hay4HOM
TeMaTUKn no
cneumanbHOCTM.
Tema 2. Bugbl
Hay4HbIX
cTaTen.
CrtpykTypa
Hay4YHOW CTaTbM

20

60

KOHTpPOJ1bHaA

3a4eT C OLleHKOM

Tema 3.
KomnbtoTepHas
NIMHIBUCTMKA
(MpogomkeHune)

WIN

32

KOHTPOJ1bHaA

Tema 4.
PekomeHaaTensH
ble CUCTEMbI.
KomnbloTepHble
nrpbl

16

40

KOHTPOJ1bHaA

3a4yeT C OLleHKOM

Tema 5.
MHTennektyansH
ble CUCTeMbI A11S
pPasnuyHbIX
oTpacnen 3HaHUN
(poboToTexHuka,
MeauumHa,
coumonorus,

30

KOHTPOJ1bHaA




KOMMblOTEPHas
rpadouvka)
Tema 6. 4 16 20 KOHTpOSbHas
KomnbtoTepHas
6e30nacHoCTb

4 KOHMPOIIbHbIU
3K3aMeH 18

nepesod

NTOro: 90 18 216 | 324

3. Conep:kanue Q¥ CHUNINHbBI

Tema 1. O0mMe NPUHIMIBI aKageMH4ecKOro nucbMma. OCHOBHBIE XapaKTEPUCTHKHU
aKaJEeMUYECKOr0 CTWISI B aHIJIMICKOM SI3bIKE (OTCYTCTBHE COKpAILLEHUI, 3MOIMOHAIbHO-
OKpAIIEHHBIX CJIOB, TOYHOCTh JAaHHBIX, 00bEKTUBHOCTh). OCHOBHBIE JIEKCHKO-TPaMMaTHYECKHE
0COOEHHOCTH TEKCTOB AaKaJeMHUYECKOTO CTWIS (HEONpeNeNeHHO-TUYHbIE MPEeASIOKEHHUS,
IIaCCUBHbIE KOHCTpyKLMH). Kunmie, CBOMCTBEHHbIE NHCBMEHHBIM TEKCTaM aKaJeMHUYECKOTO
CTHJSI B aHIVIMHCKOM si3bike. (OCHOBHBIE TpaBWJa [HUTUPOBaHHA W  O(opMIICHHUS
BHYTPHUTEKCTOBBIX U MOCIETEKCTOBBIX CCHUIOK Ha LIUTUPyeMble HcTOUHUKY (["apBapackuii cTuis,

ctunb APA u ap.)

Tema 2. Buabl Hay4HbIX cTaTeil. CTPyKTypa Hay4HOH cTaTbU. AHHOTAlUsl, BBEJICHUE
(CTpyKTypHBIE 4YacTH); 0030p JUTEpaTyphl,; METOAWKA, XOJ M PEe3yJbTaThl aBTOPCKOTO

HCCIICOOBAaHUsA,; BBIBO/BI. Brigenenue TemMbl u CTPYKTYPBI naparpa(ba.

Tema 3. KomnbrorepHasi iuHrBuctuka. O0cyx/ieHue U NepeBo]i Hay4YHOU CTaTbU 110

HaIpaBJICHUIO MMOATOTOBKH, 00beMOM 7-15 cTaHuil.

Tema 4. PexomenaartenbHble cuctembl. Kommnbiorepubie urpnl. OOCyxkIaeHHE U

NEPEBOJ] HAYYHOM CTaThU 10 HANIPABJIEHUIO MMOATOTOBKH, 00beMOM 7-15 cTaHu.

Tema 5. HHTe/JIEKTyaJIbHbIE CHCTEMBbI ISl Pa3jJM4YHbLIX OTpacjed 3HAHUM
(poboTOTEeXHNKA, MeIMIMHA, COLMOJIOTHA, KOMNbIOTepHasa rpaduxa). OOcyxaeHHe u

NEPEBOJ] HAYYHOM CTaThU 10 HANIPABJIECHUIO MMOATOTOBKH, 00beMOM 7-15 cTaHu.

Tema 6. KomnbloTepHasi 6e3onacHoctTb. OOCYyXKJICHUE W MEPEBOJ] HAYYHOW CTATHH TIO

HaITpaBJICHUIO IMOATOTOBKH, oobemMoM 7-15 CTaHMII.



4. O0pa3zoBaTeJbHbIEe TEXHOJOIHU

Ne O6pasoBaTesnbHbIe U
Bugbl yue6HoM

n/ HanmeHoBaHue TeMbl MH(OpMaLMOHHbIE

paboTbl

n TEXHONOornmn

1 2 3 5

1. | Tema 1. OcobeHHOCTH npakTn4eckoe O6cyxaeHne npobnemsl
TEeKCTa aKkafgeMnU4ecKoro 3aHATHE
cTuns

2. | Tema 2. Bugbl Hay4HbIX npakTn4eckoe O6cyxaeHne npobnemsl
ctaten. CTpyKTypa Hay4yHOW | 3aHATME
cTaTbu

3. | Tema 3. KomnbloTepHasn npakTn4eckoe O6cyxaeHne TemMbl Ha
JINHIBUCTMKA 3aHATHE AHINIMNCKOM SI3bIKeE.

[MpakTnyecknin nepesoq
TEeKCTOB.

4. | Tema 4. npakTn4eckoe O6cyxaeHne TemMbl Ha
PekomeHaaTenbHbIe 3aHdaTne aHITIMNCKOM S3blKe.
cucrembl. KoMnbroTepHbIe MpakTuyeckmin nepesoq
urpbl TEKCTOB.

5. | Tema 5. UHTennekTyanbHble | NpakTuyeckoe O6cyxaeHne TeMbl Ha
cUcTeMbI AN pasfiNYHbIX 3aHATHE aHINIMNCKOM SI3bIKE.
oTpacneu 3HaHUU [MpakTnyeckn nepeBo
(poboToTEXHMKA, MEAULMHA, TEKCTOB.

COLMOIIOrMA, KOMMNbIOTEPHaA
rpacpuka)

6. | Tema 6. KomnbloTepHas npakTuyeckoe O6cyxaeHne TemMbl Ha
6e3onacHoOCTb 3aHATME aHIMMNCKOM SI3bIKE.

[MpakTnyeckmin nepesoq

TEKCTOB.

5. Onenka nJaHupyeMbIX pe3yJbTATOB 00YYeHUS

5.1. CuctemMa olleHUBaHUA




Ne KOHTpOHVIpyeMbIe pasgenbl HanmeHoBaHue OLEeHOYHOoro

n/n ANCLMNNUHBI cpeacrtea
(Mmogyns)
1. Tema 1. Ocob6eHHOCTU TEeKCTa KoHTposbHbIe BOMPOCHI

akagemMun4yeckoro ctuns

2. Tema 2. Buabl Hay4YHbIX cTaTen. KoHTponbHble BONPOCHI

CTpyKkTypa Hay4HOMU CcTaTbu

3. Tema 3. KomnbroTepHas KOHTpOsbHbIN NMUCbMEHHbIN
JINHrBUCTMKA nepesop

4. Tema 4. PekomeHpaaTenbHblIe KOHTpOnbHbIN NMNCbMEHHbIV
cuctemMbl. KomnbloTepHble Urpbl nepesop

5. Tema 5. UHTennekTyanbHble KOHTpOnbHbIN NMUCbMEHHbIV
cUcTeMbl Ansl pasfnnyHbIX nepesop

oTpacneun 3HaHun
(poboToTexHuka, meauLIMHA,

couuosiormsa, KoMmnbrOTepHas

rpachmka)
6. Tema 6. KomnbroTepHas KOHTpOnbHbIN NMUCbMEHHbIV
6e3onacHoCTb nepesop

Texymuii KOHTPOJIb OCYIIECTBISETCS B BUJIE TECTOBBIX 3aaanuii gap-filling (mpemmaraercs
TEKCT Ha aHTJIMHUCKOM SI3bIKE) U JIUKTAHTOB (IIpe/JiaracTcsi TEKCT Ha PYCCKOM SI3bIKE), a TAKXKE B
BUJE I[HMCBMEHHOIO IIE€peBoJa TEKCTa IO CHEIHaJbHOCTH, PEKOMEHAYeMbIii 00beM
nepeBoaumoro tekcra — 2000-2500 3nakoB. MoxeT mpeaiaratbCsi BBIIIOJIHUTD NEPEBOJI KaK C
AHTJIMMCKOTO $SI3bIKa HA PYCCKUU fA3BIK, TAK U C PYCCKOI'O Ha AHMVIMMCKUNA MO YCMOTPEHHIO
npenogasaresid.  JlaHHbIE 3aJaHMs  HANpaBICHbl HA OLECHUBAHME 3HAHUN U HAaBBIKOB
ynoTpeOaeHus TEPMUHOJOTUM W KJIHIE, XapaKTepPHBIX s HAYYHOTO CTWJIS PEeYd U s
M3y4aeMbIX HallpaBJIeHUH HAyKd. 3aIaHusl TEKYIIETO KOHTPOJIS OlleHUBatoTCs 110 20 6aioB.

[TpomMexyTOUHBI KOHTPOJb 3HAHWHA MPOBOIUTCS B (OpPME HTOrOBOH KOHTPOJIBHOM
paboThI, MpeAcCTaBIsOMEH C000M MUCHPMEHHBIM TMEPEeBOJ TEKCTa IO CIENHaTbHOCTH C
AHTJIMICKOTO sA3bIKa Ha pyCCKUH A3bIK. PekoMenayeMsblili 00beM opuruHanbHoOro rekcra — 2500-

3000 cnos. JlanHoe 3amaHue orneHuBaeTcs a0 40 OamwioB. B pesynpTaTe Tekymero u



IIPOMEKYTOUYHOI'O KOHTPOJISL 3HAHUU CTYAEHTHI IIOJIy4aroT 3a4eT 110 Kypcey.

KonrpoiabHas padora

MpoueHT BEpHO BbIMNOSTHEHHbIX OueHka no 5-6annbHou LWKane
3a4aHunn

100% - 95% 5

94% - 80% 4

79% - 60% 3

50% - Huxe 2

IIpome:xxyTouHasi aTTecTaluUs

[Ipy npoBeneHMHM TPOMEKYTOYHOM AaTTECTAlMM CTYAEHT JOJDKEH  BBIIIOJIHUTH
MUCBMEHHBINA TIEPEBOJI TEKCTa MO crneruaibHocTH 00bemMoM 2500-3000 3HAKOB C aHTIIMICKOTO
SI3bIKa HA PYCCKUH.

OueHovHbIe cpeacTBA /51 TEKYLIEro KOHTPOJISl U MTOr0OBO ATTECTALIMHU CTyIeHTa

IMopsinok popMuUpPOBAHUSA OLEHOK MO JUCHUIJIMHE

[Topsimox hopMuUpOBaHKS UTOTOBON OTMETKH JIOBOJUTCS IO CTYJICHTOB B Hadayie Kypca 1
IIPH BBIMOJHEHUN KOHTPOJBHBIX MEPOIPUITHIH.

[IpenogaBaTenp oleHUBaeT pabOTy CTYJACHTOB HA CEMHUHAPCKUX 3aHITHUSIX, UCXOJS U3 UX
AKTUBHOCTH Ha 3aHATHAX, Kady€CTBA BBIIIOJIHCHUA H CBOGBpeMCHHOCTI/I caadyu JOoMalIHUX
3a/IaHAM ¥ YCTIIEITHOCTH BBITIOJHEHUS TEKYIIMX ayJUTOPHBIX TECTOBBIX 3aJaHHU (JICKCUYECKUE
TECThl Ha 3HaHUE (YHKIMOHAJBHBIX KJIMIIE YCTHOM M MUCHMEHHOW HAy4HOH pedH, 3HaHHE

TEPMHHOJIOTHH).

Cxema OLICHUBAHUA ITUCBbMEHHOI'O IIEPEBOAA

OTNNYHO XOpOoLUOo yOOBIETBOPUTENBHO
dakTnyeckme B TekcTe nepesoaa B nepeBoae B nepeBoge
owmnbkm drakTnyeckue npucyTtcTeyeT 1 NPUCYTCTBYIOT 2
(cmbicnoBble OLINOKM OTCYTCTBYIOT | pakTuyeckas drakTU4eckme owmnodku




oLmnbkn) owmnbka

HeTo4HOCTM B nepeBoge B nepeBoge B nepeBoge

(cmbICcnOBbIE gonyuieHa 1 ponyuieHa 1 aonyuleHbl 2

oLnbKn) HETOYHOCTb HETOYHOCTb HEeTOYHOCTU

HapyweHnus B nepeBoge B nepeBoge B nepeBoge

HOPM A3blka | OTCYTCTBYIOT cnyyaum | npucyTcteyeT 1 AOoNyLLEeHO 2 criyvas

Unn peyu HapyLleHust nnbo cnyyam HapyLleHus HapyLLUEeHUs A3bIKOBbIX
A3bIKOBbIX, NMBO nNnB0o A3bLIKOBBIX, NN peyeBbIX HOPM
peyeBbIX HOPM nnBo peyeBbIX HOPM | PYCCKOro si3blka
PYCCKOro si3blka PYCCKOro si3blka

Ctunuctudeck | B nepeBoge B nepeBoge B nepeBoge

ne oLmnoKm ponyueHa 1 aonyuieHbl 2 ponyuieHbl 3-5
cTUnMcTmn4yeckas CTUNINCTMYECKNE CTUNNCTNYECKUNX
owmnbka OLLIMBKN owmnbok

[Tomy4yeHHBIN COBOKYIHBIN PE3YIbTAT KOHBEPTUPYETCS B TPAAULMOHHYIO LKAy OLICHOK U B

HIKaly OlleHOK EBporieiickoii cucteMsl nepeHoca u HakorieHus kpeautos (European Credit

Transfer System; nanee — ECTS) B cooTBeTCTBHM C TaOIUIIEH:

100- TpaguumoHHas WwKana Lkana ECTS

bannbHas OueHka

LuKana
95-100 A

OT/INYHO
83-94 B
3a4YTeHOo
68 — 82 XOpPOLLO C
56 — 67 D
yAOBNEeTBOPUTESbH
o]

50 — 55 E

20 -49 FX

0-19 Hey4oBNeTBOPUTEN | HE 3a4TEHO F

bHO




5.2.KpuTepun BbICTABJIEHUS] OLIEHKH 0 AUCHUIIHHE

Bannbli/
WWkana
ECTS

OueHka no
AVUCUMUNInHe

KpuTepuu oueHku pe3ynbTaToB 0Gy4YeHus no
AUCLUNIINHE

100-83/
AB

«OTNUYHO»/
«3a4YTeHo
(oTnnYHO)»/
«3a4YTeHO»

BbicTaBnsieTca obyyatoLemycsi, ecnm oH riyboko u
NPOYHO YCBOWIT TEOPETUYECKUIN U NPAKTUYECKUI
Martepuarn, MoXeT NPOAEMOHCTPUPOBATL 3TO Ha
3aHATUAX U B XO04€e NPOMEXYTOYHOWN aTTecTauunm.
Ob6yvarowmmnca ncyepnbiBatoLLe U JIOrMYecku
CTPOWHO nanaraet y4ebHbIn maTtepuarn, ymeer
yBSI3bIBaTb TEOPUIO C NPAKTUKOW, CpaBnsieTcs ¢
pelleHnemM 3agad npogeccmoHasnbHom
HanpaBfIEHHOCTWN BbICOKOIO YPOBHS CITIOXXHOCTH,
npaBurbHO 06OCHOBbLIBAET NPUHATHLIE PeLLEHMS.
CBob60gHO OpueHTUpyeTcH B y4ebHON 1
npodeccnoHanbHON nuTepartype.

OueHka no gncuunnuHe BbICTaBNAKTCA
oOy4arloLemMycs ¢ y4€TOM pe3yrbTaToB TekyLen u
NPOMEXYTOYHON aTTecTauuun.

KomneTeHuuK, 3akpennéHHble 3a AUCUMUMITNHON,
chopMmMpoBaHbI HA YPOBHE — «BbICOKUMY.

82-68/

«xopoLuox»/
«3a4YTeHo
(xopoLuo)»/
«3a4TEeHO»

BeicTaBnsieTca obyyatoemycs, ecrnm oH 3HaeT
TeopeTMYEeCKNN U NPpaKTUYEeCKNn MaTepuarn, rpamoTHO
M NO CYyLLEeCTBY M3naraeT ero Ha 3aHATUSAX U B Xoae
NPOMEXYTOYHOW aTTecTaunm, He gonyckas
CYLLLECTBEHHbIX HETOYHOCTEN.

Ob6yvatowmica npaBunbHO NPUMEHSIET
TeopeTU4eCcKMe NonoXeHNst NPU peLLleHnm
NnpaKkTUYeCcKnx 3agay npogeccmoHarnbHom
HanpaBfIEHHOCTWN Pa3HOro YPOBHS CITIOXKHOCTMU,
BnageeT HeobxoaMMbIMW A11S 3TOr0 HaBblKaMKU U
npuémamu.

[locTaTo4yHO XOPOLLIO OPUEHTUPYETCS B y4eOHOM n
npodeccnoHanbHon nutTepaType.

OueHka no gucumnnmHe BbICTaBNATCA
oby4arloLemMycs ¢ y4€TOM pe3yribTaToB TekyLen u
NPOMEXYTOYHOWN aTTecTaunmn.

KomneTteHuun, 3akpennéHHble 3a AUCLUNIINHOMN,
CpopMUpPOBaHbl HAa YPOBHE — «XOPOLUUIY.

67-50/
D,E

«y[oBneTBoOpu-
TenbHO»/
«3a4TeHo
(yoosnetBopu-
TernbHO)»/
«3a4TEHO»

BeicTaBnsieTca obyyatoemycs, ecnm oH 3HaeT Ha
©a30BOM ypOBHE TEOPETUYECKUIN N NPAKTUYECKUN
Martepuan, gonyckaeT OTAeNbHble OWNBKN Npu ero
N3INOXEHUN HA 3aHATUAX N B XO4E MPOMEXYTOUYHOMN
arTecTaumm.

O6yvarowmica ncnbiTbiBaeT onpenenéHHble
3aTpygHEHUs B NPUMEHEHUN TEOPETUYECKNX
NOJSIOXXEHN NPU PELUEHNN NPaKTUYECKMX 3a4au
npodeccnoHanbHON HanpaBfeHHOCTU CTaHOAPTHOIo
YPOBHSI CITOXKHOCTW, BNageeT HeobxoanmMbiMu ans




A

Bannbl/
Lkana
ECTS

OueHka no
AVUCUMNInHe

KpuTepuu oueHku pe3ynbTaToB 0Gy4YeHusi Nno
aucuunnuHe

3TOro 6a3oBbLIMM HaBbIKAMWU U NPUEMAMM.
[eMOHCTpupyeT OOCTaTOUHbIV YPOBEHb 3HAHUS
y4yebHON nuTepaTtypbl N0 AUCUMUMNIINHE.

OueHka no ancuunnuHe BbICTaBNAKTCA
oby4aroLemMycs ¢ y4ETOM pe3ynbTaToOB TEKYLLEN U
NPOMEXYTOYHOW aTTecTauuu.

KomneTeHuuu, 3akpennénHble 3a AUCUMUMITMHON,
cchopMmMpoBaHbl HA YPOBHE — «4OCTATOYHbINY.

49-0/
F,FX

«HeynoBneTBoOpu
TeNbHO»/
He 3a4TeHo

BeicTaBnseTtca oby4aroemycs, ecnm oH He 3HaeT Ha
0a30BOM ypOBHE TEOPETUYECKUIN U NPaKTUYECKUI
mMarepwuan, gonyckaeTt rpybble owmnbku npu ero
N3IOXXEHUN Ha 3aHATUAX U B XO4€e MPOMEXYTOYHOMN
aTTectauuu.

Ob6yyatowmmnca ncnblTblBaeT CepbE3HbIE
3aTpygHEeHus B NPUMEHEHNN TeopeTUYeCcKmx
NOJSTIOXXEHUA NPU peLleHnn NpakTUYecknux 3agad
npodgeccnoHanbHON HanpaBfieHHOCTU CTaHOAPTHOIo
YPOBHS CMOXHOCTU, He BnageeTt HeobxoanmMbiMn st
3TOro HaBbIKaMU 1 MpUemamMun.

[eMoHCTpupyeT hparmeHTapHble 3HaHUSA y4ebHON
nutepaTypbl MO ANCUNNSINHE.

OueHka nNo gucuunaMHe BblICTaBNATCS
oby4aroLemMycs ¢ y4ETOM pe3ynbTaToOB TEKYLLEN U
NPOMEXYTOYHOW aTTecTauuu.

KomMmneTeHuun Ha ypoBHe «40OCTaTOYHbINY,
3aKpennéHHble 3a AUCUMNIIMHON, HEe CHOPMUPOBAHBI.

5.3. OneHo4Hble cpeAcTBA (MaTepHAJIbI) AJISl TEKYIIEro KOHTPOJIA yCIeBaeMOCTH,

KOHTpOJ]LHLIe BOIIPOCHI

HpOMe)KyTO‘lHOﬁ aTrreCcTalnmum oﬁyqaloumxca no TMCIHMUIIJIMHE

Oc00EHHOCTH HAYYHOT'O CTUJISL B @HTJIOSA3BIYHOM U PYCCKOM KYyJIbTypax.

TepMuHbI; KITUITUPOBAHHBIE 00OPOTHI, XapaKTEPHBIE AJISi HAYYHOTO CTHIISL.

CHUHTaKCHUC U JIEKCUKa HaY4YHBIX CTaTEH. OpFaHI/I3aHI/IH MaTcpuajia B CTaThbC.

CuHTaKCHC U JIEKCUKA Hay4dHOTro Aokiaaa. Opranu3anus MaTepuaia B JOKIaJe.

Opranuzaiusi KOMIIBIOTEPHON MPE3EHTAIMU — OaJlaHC MEXIY YCTHBIM CJIOBOM W

CJIalJIOM.

B3aumopeiicTBre ¢ ayIMTOpUEN.

Oc00eHHOCTH HAyYHOU AUCKYCCUU U TUAJIOTa.




10.
11.
12.
13.

ITousTue (G YHKIIMOHATBHOTO CTHIIA. OYHKIMOHAIBHO-CTUIIMCTUYECKAs
MPUHAICKHOCTh HAYYHOT'O TEKCTA.

OcCOoOEHHOCTH H3JI0KEHUS, MPUCYIIUE HAYYHOMY TEKCTYy, U HUX OTPAXKCHHUE B
polecce nepeBoa.

3HAUYMMOCThL KOHTEKCTA.

DTHKa NepEeBOIUHKA.

[TepeBoueckue TpaHcHoOpMaLMK U UX MPAKTUYECKOE MPUMEHEHHE.
KomneloTepHoe oOecrnieueHre MEpPEBOTYECKON AESATEIBHOCTU: SJICKTPOHHbBIC
CJIOBapH, CHUCTEMBbl aBTOMAaTHU3MPOBAHHOTO mepeBoda. HeoOxomumocTs wiIH

IMPON3BOJIBHOCTDb X IIPUMCHCHUSI.

BapuaHT KOHTPOJIbHOI padoThI
KonTtponrsHas paborta npeactasisier coO0H MUCbMEHHBIN TiepeBo] oTphiBka (2000-

2500 3HaKOB) TEKCTa MO CHELUUAIBLHOCTH M Oecely Ha aHIJIMICKOM A3BIKE M0 TEME

TCKCTA.

Reconciling Two Views of Cryptography (The
Computational Soundness of Formal Encryption)

Mart’in Abadi Bell Labs Research
Lucent Technologies abadi@lucent.com
www.pa.bell-labs.com/~abadi

Phillip Rogaway Department of Computer Science
University of California at Davis rogaway@cs.ucdavis.edu
www.cs.ucdavis.edu/~rogaway

July 25, 2000

Abstract

Two distinct, rigorous views of cryptography have developed over
the years, in two mostly separate communities. One of the views re-
lies on a simple but effective formal approach; the other, on a detailed
computational model that considers issues of complexity and proba-
bility. There is an uncomfortable and interesting gap between these
two approaches to cryptography. This paper starts to bridge the gap,
by providing a computational justification for a formal treatment of
encryption.
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1 Two Views of Cryptography

A fairly abstract view of cryptographic operations is often adequate for the
design, analysis, and implementation of systems that use cryptography. For
example, it is often convenient to ignore the details of an encryption function,
and to work instead with a high-level description of what encryption is
supposed to achieve.

At least two distinct abstract views of cryptographic operations have de-
veloped over the years. They are both consistent and they have both been
useful, but they come from two mostly separate communities and they are
quite different. In one of them, cryptographic operations are seen as func-tions
on a space of symbolic (formal) expressions; their security properties are also
modeled formally (e.g., [5,13,15,21-23,25,27-30,34]). In the other,
cryptographic operations are seen as functions on strings of bits; their se-curity
properties are defined in terms of the probability and computational complexity
of successful attacks (e.g., [7-9,11,16-19,37]).

There is an uncomfortable gap between these two views. In this paper, we
call attention to this gap and start to bridge it. Representing the two views, we
give two accounts of symmetric (shared-key) encryption: a sim-ple one, based
on a formal system, and a more elaborate one, based on a computational
model. Our main theorem is a soundness result that relates the two accounts. It
establishes that secrecy properties that can be proved in the formal world are
true in the computational world. Thus, we obtain a computational justification
for the formal treatment of encryption.

As we relate the two accounts of encryption, we identify and make ex-plicit
some important choices. In particular, our main theorem excludes cer-tain



encryption cycles (such as encrypting a key with itself). A restriction along these
lines is essential within the prevailing computational approach; in contrast,
formal methods typically ignore cycles. We also consider, for ex-ample, whether
two ciphertexts may manifest whether they were produced using the same key.

We believe that this paper suggests a profitable line of further research. It
will take a significant research effort to relate the views of the people who
invent, implement, break, and use cryptography. Continuing this work, it would
be worthwhile to consider other cryptographic operations (such as signatures
and hash functions), and to treat complete security protocols (such as key-
distribution protocols) in addition to basic algorithms.

Connections between the formal view and the computational view should
ultimately benefit both:

¢ These connections should strengthen the foundations of formal cryp-
tology, and help in elucidating implicit assumptions and gaps in for-mal
methods. They should confirm or improve the relevance of for-mal proofs
about a protocol to concrete instantiations of the protocol, making
explicit requirements on the implementations of cryptographic
operations.

¢ Methods for high-level reasoning seem necessary for computational
cryptology as it treats increasingly complex systems. Formal ap-
proaches suggest such high-level reasoning principles, and even permit
automated proofs. In addition, some formal approaches capture naive but
powerful intuitions about cryptography; a link with those intu-itions
should increase the appeal and accessibility of computational cryptology.

The next section is a more detailed discussion of the two views of cryp-
tography; it also mentions related work. The rest of the paper proceeds as
follows.

In Section 3, we define a class of expressions and an equivalence rela-tion
on those expressions. The expressions represent data, of the sort used in
messages in security protocols; the equivalence relation captures when two
pieces of data “look the same” to an adversary, treating encryption as a formal
operator. These definitions are simple and purely syntactic. In particular, they
do not require any notion of probability or computational complexity. They are
typical of the definitions given in formal treatments of cryptography, and
directly inspired by some of them.

Then, in Section 4, we present a computational model with strings of bits,
probabilities, and complexities. In this model, we define secure encryp-tion in
terms of computational indistinguishability; our definition is similar, but not
identical, to those of semantic security [7,18].

Finally, in Section 5, we relate equivalence to computational indistin-
guishability. We associate a probability ensemble with each formal expres-sion;
our main theorem establishes that equivalent expressions induce com-
putationally indistinguishable ensembles. For example, the two expressions that
represent two pieces of data encrypted under a fresh key will be equiv-alent.
This equivalence can be read as a secrecy property, namely that the ciphertexts
do not reveal the data. Our main theorem implies that the two expressions
correspond to computationally indistinguishable ensembles.

2 Background and Related Work

This section explains the two views of cryptography, still informally. It points to



a few examples of work informed by those two views; there are many more. It
also describes some related research.

The formal view There is a large body of literature that treats cryp-tographic
operations as purely formal. There, for example, the expression {M}k may
represent an encrypted message, with plaintext M and key K. All of {M}x, M, and
K are formal expressions, rather than sequences of bits. Various functions can be
applied to such expressions, yielding other expressions. One of them is
decryption, which produces M from {M}k and K. Crucially, there is no way to
recover M or K from {M}k alone. Thus, the idealized security properties of
encryption are modeled (rather than defined). They are built into the model of
computation on expressions. This body of literature starts with the work of
Dolev and Yao [15], DeMillo, Lynch, and Merritt [14], Millen, Clark, and
Freedman [28], Kem-merer [23], Burrows, Abadi, and Needham [13], and
Meadows [27]. It in-cludes many different agendas and approaches, with a
variety of techniques from the fields of rewriting, modal logic, process algebra,
and others. Over the years, it has been used in the design of protocols, it has
helped develop confidence in some existing protocols, and it has enabled the
discovery of many attacks. It has also led to the development of effective
methods and tools for automated protocol analysis; Lowe’s and Paulson’s works
are two

recent examples of these advances [25,30].

This formal perspective is fairly easy to apply for the users of encryption, for
example for protocol designers. It captures an important intuition: an encrypted
message reveals its plaintext only to those that know the corre-sponding
decryption key, and it reveals nothing to others. This assertion is a simple (and
simplistic) all-or-nothing statement, which can be conveniently built into a
formal method. In particular, it does not require any notion of probability or of
computational complexity: there is no need to say that an adversary may obtain
some data but only with low probability or after an expensive computation.
(However, probability and computational complex-ity are compatible with
formalism, as demonstrated by the work of Lincoln et al. [24].)

Those who employ the formal definitions often warn that a formal proof
does not imply a guarantee of security. One of the reasons for this caveat is the
gap between the representation of encryption in a formal model and its
concrete implementation. At the very least, it is desirable to know what
assumptions about encryption are necessary. Those assumptions have sel-dom
been stated explicitly, and not in enough detail to permit systematic discussion
and rigorous proofs. We aim to remedy this situation.

A somewhat similar situation arises from the use of the random-oracle
model in cryptography [10]: proofs that assume random oracles do not au-
tomatically yield guarantees when the oracles are instantiated. However, we do
not know of any natural examples where this gap has manifested itself.

The computational view Another school of cryptographic research is
based on the framework of computational complexity theory. A typical
member of that school would probably say that the formal perspective is naive
and disconnected from the realities of concrete cryptographic algo-rithms and
protocols. Keys, plaintexts, and ciphertexts are all just strings of bits. An
encryption function is just an algorithm. An adversary is es-sentially a Turing
machine. Good protocols are those in which adversaries cannot do “something
bad” too often and efficiently enough. These defini-tions are all about success
probabilities and computational cost.



This computational view originates in the work of Blum and Micali [11], Yao
[37], and Goldwasser and Micali [18]. It has strengthened the scientific
foundations of cryptography, with a sophisticated body of definitions and
theoremes. It has also played a significant role in the development and study of
particular protocols.

As an important example of the computational approach, we sketch a
notion of secure encryption. Specifically, we choose to treat symmetric en-
cryption, following Bellare, Desai, Jokipii, and Rogaway [7]. An encryption
scheme is defined as a triple of algorithms N = (K,E,D). Algorithm K (the key
generator) makes random choices and then outputs a string k. Algo-rithm E (the
encryption algorithm) flips random coins r to map strings k and m into a string
Ek(m,r). Algorithm D (the decryption algorithm) maps strings k and c into a string
Dk(c). We expect that Dk(Ek(m,r)) = m for appropriate k, m, and r.

An adversary for an encryption scheme M = (K,E,D) is a Turing ma-chine
which has access to an oracle. We imagine realizing this oracle in one of two
ways. In the first, the oracle chooses (once and for all) a random key k, and then
encrypts each query x using Ek and fresh random coins. In the second, the oracle
chooses (once and for all) a key k, and then, when presented with a query x,
encrypts a string of 0 bits of equal length, using fresh random coins. An
adversary’s advantage is the probability that the adversary outputs 1 when the
oracle is realized in the first way minus the

probability that the adversary outputs 1 when the oracle is realized in the
second way. An encryption scheme is regarded as good if an adversary’s
maximal advantage is a slow-growing function of the adversary’s computa-
tional resources. This definition of security can be worked out rigorously and
elegantly in both asymptotic and concrete versions (see Section 4.3). In any
case, it is based on notions of probability and computational power.

Related work The desire to relate the two views of cryptography is not
entirely new (e.g., [3,20,26]). Nevertheless, there have been hardly any re-
search efforts in this general direction. The work of Pfitzmann, Schunter, and
Waidner [31] (which is simultaneous to ours and independent) starts from
motivations similar to our own. It proves that some reactive, crypto-graphic
systems satisfy high-level (non-cryptographic) specifications, under
computational assumptions on cryptographic operations. These results do not
concern a formal model of cryptography, such as the one studied in this paper,
but the relation to a formal model of cryptography is mentioned as an
interesting subject for further work. Also relevant is the work of Lincoln,
Mitchell, Mitchell, and Scedrov [24], which develops a rich process-algebraic
framework that draws on both views of cryptography. Further afield, Abadi,
Fournet, and Gonthier [1,2] and Lynch [26] relate the formal view of
cryptography with higher-level (non-cryptographic) descriptions of security
mechanisms. Finally, Volpano and Smith [35] analyze the complex-ity of
attacking programs written in a simple, typed language; however, this language
does not include cryptographic primitives.

As we compare two accounts of encryption, we arrive at the concept of
which-key concealing encryption, with which ciphertexts do not mani-fest
whether they were produced using the same key (see Section 4.2). In-
dependently and concurrently, the work of Bellare, Boldyreva, Desai, and
Pointcheval studies this concept from a different perspective [6].

3 Formal Encryption and Expression Equivalence



In this section we present the formal view of cryptography, specifically treat-ing
symmetric encryption. We describe the space of expressions on which
encryption operates, and what it means for two expressions to be equivalent. As
explained in the introduction, the expressions represent data, of the sort used in
messages in security protocols. Expressions are built up from bits and keys by
pairing and encryption. The equivalence relation captures when two pieces of
data “look the same” to an adversary that has no prior

knowledge of the keys used in the data. For example, an adversary (with no
prior knowledge) cannot obtain the key K from the ciphertexts {0}k and {1}x;
therefore, the adversary cannot decrypt and distinguish these ci-phertexts, so
they are equivalent. Similarly, the pairs (0,{0}«) and (0,{1}k) are equivalent. On
the other hand, the pairs (K,{0}«) and (K,{1}x) are not equivalent, since an
adversary can obtain K from them, then decrypt {O} or {1}k and obtain O or 1,
respectively, thus distinguishing the pairs. In this section, we formalize these
informal arguments about equivalence; the soundness theorem of Section 5
provides a further justification for them.

3.1  Expressions

We write Bool for the set of bits {0,1}. These bits can be used to spell out
numbers and principal names, for example. We write Keys for a fixed, nonempty
set of symbols disjoint from Bool. The symbols K,K°K®,... and K1,K2,... are all in
Keys. Informally, elements of the set Keys represent cryptographic keys,
generated randomly by a principal that is constructing an expression. Formally,
however, keys are atomic symbols, not strings of bits. We write Exp for the set

of expressions defined by the grammar:1

M,N ::= expressions
K key (for K € Keys) i bit
(for i € Bool) (M,N) pair
{M3k encryption (for K € Keys)

Informally, (M,N) represents the pairing of M and N, which might be im-
plemented by concatenation plus markers, and {M}k represents the encryp-tion
of M under K, which might be implemented using a symmetric algo-rithm like
DES, in CBC mode and with a random initialization vector. Pair-ing and
encryption can be nested, as in the expression ({{(0,K®)}}ko,K). We emphasize
that the elements of Exp are formal expressions (essen-tially, parse trees,
abstract syntax trees) rather than actual keys, bits, con-catenations, or
encryptions. In particular, they are unambiguous: for exam-

*An equivalent way to define Exp is as the language generated by the context-free grammar
with start symbol E, nonterminals E and K, terminals “0”, “1”, “(”, )", “,”, “{”, “}", and the set of
elements in Keys, and the productions:

E-—0]|1]|(EE)|K|{E}kK-—K for
each K € Keys

ple, (M,N) equals (MP N9) if and only if M equals M®and N equals N°, and it
never equals (M. Similarly, {M}k equals {M% if and only ifM equals MO and K
equals K°. However, according to definitions given below, {M}k and {M°} o may

be equivalent eveif when M and M are different and when K and K are
different.



There are several possible extensions of the set of expressions:

e We could allow expressions of the form {M]N, where an arbitrary
expression N is used as encryption key.

e We could distinguish encryption keys from decryption keys, as in public-
key cryptosystems.

These extensions are useful in modeling realistic protocols, but would com-
plicate our definitions and theorems. We therefore leave them for further work.

It is also important to consider a restriction to the set of expressions. We say
that K encrypts K®in M if there exists an expression N such that {N}kis a
subexpression of M and K° occurs in N. For each M, this defines a binary relation
on keys, the “encrypts” relation. (As a variant, a more liberal definition that
ignores occurrences of K%as a subscript may also be adequate for our
purposes.) We say that M is cyclic (or acyclic) if its associated “encrypts” relation
is cyclic (or acyclic, respectively). For example, {K}k and ({K}Ko,{KO}K) are both
cyclic, while ({K}ko,{0}x) is acyclic.

Cycles, such as encrypting a key under itself, are a source of errors in
practice (e.g., [36]); they also lead to weaknesses in common computational
models, as explained in Section 4. Moreover, cycles can often be avoided in
practice—and they should generally be avoided given what is, and is not, known
about them. The soundness theorem of Section 5 deals only with acyclic
expressions. In contrast, cycles are typically permitted (without discussion) in
formal methods.

3.2 Equivalence

Next we give a formal definition of equivalence of expressions. It draws on
definitions from the works of Syverson and van Oorschot, Schneider, Paulson,
and others [30,32,33]. Some of the auxiliary definitions concern how
expressions can be analyzed and synthesized; such definitions are quite
common in formal methods for protocol analysis. Equivalence relations are
useful in semantics of modal logics: in such semantics, one says that two

states in a computation “look the same” to a principal only if the principal has
equivalent expressions in those states. Equivalence relations also appear in
bisimulation proof techniques [4,12], where one requires that bisimilar
processes produce equivalent messages.

First, we define an entailment relation M ‘N, where M and N are
expressions. Intuitively, M * N means that N can be computed from M. Formally,
we define the relation inductively, as the least relation with the following
properties:

eM‘OandM ‘1,

MM,

e if M “Niand M ‘N2then M ‘ (N1,N2),
e if M (N1,N2) then M ‘N1and M ‘ Nz,
eif M NandM ‘Kthen M ‘ {N}k,

o if M ‘{N})kand M ‘Kthen M ‘N.

This definition of M ‘ N models what an attacker can obtain from M without any
prior knowledge of the keys used in M. For example, we have



({{K1}ko}ks,K3) “Ks

and
({{K1lkalks,K3) “ {K1}k,

but not
({{K1}KoJK3,K3) K1 (false)

It is simple to derive a more general definition from this one: obtaining N from
M with prior knowledge of K is equivalent to obtaining N from (M,K) with no
prior knowledge.

Next, we introduce the box symbol 2, which represents a ciphertext that an
attacker cannot decrypt. We define the set Pat of patterns as an extension of
the set of expressions, with the grammar:

P,Q::= patterns
K key (for K € Keys) i bit
(for i € Bool) (P,Q) pair
{P} encryption (for K € Keys) 2
undecryptable

Intuitively, a pattern is an expression that may have some parts that an attacker
cannot decrypt.

We define a function that, given a set of keys T and an expression M,
reduces M to a pattern. Intuitively, this is the pattern that an attacker can see in
M if the attacker has the keys in T.

p(KT) = K (for K € Keys)
p(i,T) = i (for i € Bool)
p((M,N),T) = (p(M,T),p(N,T))
p((MIT) = (M

otherwise



Further, we define a pattern for an expression without an auxiliary set T, but
using the set of keys obtained from the expression itself.

pattern(M) = p(M,{K € Keys | M ‘K})

Intuitively, this is the pattern that an attacker can see in M using the set of keys
obtained from M. (As above, we assume that the attacker has no prior
knowledge of the keys used in M, without loss of generality.) For example, we
have

pattern(({{K1}kz}ks,K3)) = ({2}K3,K3)

Finally, we say that two expressions are equivalent if they yield the same
pattern:
M = N if and only if pattern(M) = pattern(N)

For example, we have:
{{K1}ko}Ks,K3) = ({{O}ky}Ks,Ka)

since both expressions yield the pattern ({2}ks,K3).
We may view keys as bound names, subject to renaming (as in the spi

calculus [5]).  For example, although ({0}k,K) and ({O}ko,K®) are not equivalent,
we may say that they are equivalent up to renaming. More generally, we define
equivalence up to renaming, =, as follows:

M =N if and only if there exists a bijection o on Keys
such that M = No

where No is the result of applying o as a substitution to N. Although this relation
= is looser than =, our soundness theorem treats it smoothly, without difficulty.
Therefore, we focus on =. In informal discussions, we often do not distinguish
the two relations, calling them both equivalence.

3.3 Some examples and some subtleties

In this section we give a few more examples. Some of the examples indicate
assumptions and choices built into the definition of equivalence. These are fairly
subtle but important, and it is useful to be explicit about them. We revisit them
in Section 4.

¢ 0 =70, of course.

e 0 =1, of course.

e {O}x={Tk.

* (K,{0}) = (K,T1}k), buT (K,{({0}ko0,0)}k) = (K,{({1}Ko,0)}K).

e K=K%and K = K, Since ke¥s are subject to renaming with = but not with =.

¢ {0}k = {Tkoand even {0}k = {1}ko, although the two ciphertexts are under
different keys.

o (K%, {03K) = ({KO {1}ko) and even ({K°},{0}) = ({KO, {1}ko), similarly.
e {O}k = {R}k, despite the encryption cycle in {K}.
e {(((1,1),(1,2)),((2,2),(1, 1))}k = {O}. ~

Informally, we are assuming that a plaintext of any size can be en-crypted,
and that the size of the plaintext cannot be deduced from the resulting
ciphertext without knowledge of the corresponding decryp-tion key. This
property justifies equivalences such as the one above, where the two
plaintexts are of different sizes. In an implementation, it can be



guaranteed by padding plaintexts up to a maximum size, and truncating
larger expressions or mapping them to some fixed string (see Section 4).

We could easily refine the equivalence relation to make it sensitive to
sizes, for example by introducing a symbol 2n for each size n. The resulting
definitions would be heavier.

e ({0}«,{0}x) = ({OFK;{1}K).
Informally, we are assuming that an attacker who does not have a key
cannot even detect whether two plaintexts encrypted under the key are
identical. For example, the attacker should not be able to

tell that the same plaintext appears twice under K in ({0}x,{03}x), hence
(folk,{0}) = ({0}x,{1}x)"In an implementation, this sort of equivalence can
be guaranteed by randomization of the encryption function (see Section
4).

We could easily refine the equivalence relation to make it sensitive to
message identities (for example as in [4]); but, again, the resulting
definitions would be heavier.

e ({0}k,{1}x) = ({0} {1}K0).
Informally, we are assuming that an attacker who does not have a key
cannot even detect whether two ciphertexts use that same key. For
example, the attacker should not be able to tell that the same key is used
twice in ({0}x,{1}x), hence ({O}k,{1}x) = ({O}x,{1}Ko).

Again, an alternative definition would be possible, with some compli-
cations.

4  The Computational View: Encryption Schemes and
Indistinguishability

In this section we provide a computational treatment for symmetric encryp-
tion. First we describe the functions that constitute a symmetric encryption
scheme, and then we describe when an encryption scheme should be called
secure. Actually, there are a few different possibilities for defining security, and
we discuss several of them. The notion that we focus on—which we call type-0
security—is stronger than the customary notion of security (that is, semantic
security, and notions equivalent to it [7,18]). Nonetheless, one can achieve
type-0 security under standard complexity-theoretic assumptions. We focus on
type-0 security because it matches up with the formal defini-tions of Section 3.
Other computational notions of security can be paired with analogous formal
ones.

4.1 Preliminaries

Elements of an encryption scheme Let String = {0,1}" be the set of all
finite strings, and let | x| be the length of string x. Let Plaintext, Ciphertext, and
Key be nonempty sets of finite strings. Let 0 be a particular string in Plaintext.
Encrypting a string not in Plaintext will result in a ciphertext that decrypts to 0.
We assume that if x € Plaintext then x° € Plaintext for all x° of the same length
as X. Let Key be endowed with some fixed distribution.

(If Key is finite, the distribution on Key is the uniform one.) Let Coins be a



synonym for {0,1}" (the set of infinite strings), and Parameter (the set of
security parameters) be a synonym for 1* (the set of finite strings of 1 bits).

An encryption scheme, I, is a triple of algorithms (K,E,D), where
K: Parameter x Coins = Key
E: Key x String x Coins = Ciphertext D :
Key x String = Plaintext

and each algorithm is computable in time polynomial in the size of its input (but
without consideration for the size of Coins input). Algorithm K is called the key-
generation algorithm, E is called the encryption algorithm, and D is called the
decryption algorithm. We usually write the first argument to E or D, the key, as
a subscript. When we omit mention of the final argument to K or E this indicates
the corresponding probability space, or, when used as a set, the support of that
probability space (that is, the strings which are output with nonzero
probability). We require that for all n € Parameter, k € K(n), and r € Coins, if m €
Plaintext then Dk(Ek(m,r)) = m, while if m € Plaintext then Dk(Ek(m,r)) = 0. For
example, the encryption function could treat an out-of-domain message as
though it was 0. We insist that |Ek(x)| depends only onn and |x| when k € K(n).

The definition above is for probabilistic, stateless encryption. One can be a
bit more general, allowing the encryption algorithm to maintain state. We do
not pursue this generalization here.

Other basic concepts A function : N = Ris negligible if (n) € n"*’(l). This
means that for all ¢ > 0 there exists Ncsuch that (n) < n™“for all n = Nc. An
ensemble (or probability ensemble) is a collection of distributions

on strings, D = {Dn}, one for each n. We write x<-Dn to indicate that x is sampled
from Dn. Let D = {Dn} and D° = {D° } be ensembles. Wensay that D and D° are

indistinguishable (or computationally indistinguishable), and write D = DY, if for
every probabilistic polynomial-time adversary A, the function

(n) def Pr[xeRDn : A(nR, x) = 1] = Pr[x¢=Dy,: A(n, ng= 1] is negligible.

4.2  Aspects of encryption-scheme security

In this section we consider some possible attributes of encryption schemes, and
also consider encryption cycles. These issues already appear in Section 3

in a formal setting; here we explore them further in a computational setting.

Attributes (present or absent) of a secure encryption scheme We
single out three characteristics of an encryption scheme. The first and third are
well-known, while the second seems not to have received attention till now.

e Repetition concealing vs. repetition revealing

Given ciphertexts ¢ and c°, can one tell if their underlying plaintexts are
equal? If so, we call the scheme repetition revealing; otherwise, it is
repetition concealing. A repetition-concealing scheme must be proba-
bilistic (or stateful); making encryption schemes repetition concealing is
one motivation for probabilistic encryption [18].

e Which-key concealing vs. which-key revealing

If one encrypts messages under various keys, can one tell which mes-
sages were encrypted under the same keys? If so, we call the scheme
which-key revealing; otherwise, it is which-key concealing. Though



standard instantiations of encryption schemes are which-key conceal-ing,
standard definitions for encryption-scheme security (like those in [7,18])
do not guarantee this. Demanding that an encryption scheme be which-
key concealing is useful in contexts beyond that of the present paper (for
example, in achieving forms of anonymity). The current work of Bellare et
al. undertakes a thorough treatment of which-key concealing encryption

[6].
¢ Message-length concealing vs. message-length revealing

Does a ciphertext reveal the length of its underlying plaintext? If so, we
call the scheme message-length revealing; otherwise, it is message-length
concealing. Most encryption schemes are message-length reveal-ing. The
reason is that implementing message-length concealing en-cryption
invariably entails padding messages to some maximal length, and it may
therefore be quite inefficient. Message-length concealing encryption is
possible when the message space is finite, or when all ciphertexts are
infinite streams (rather than finite strings as stated in our definitions).

These three characteristics are orthogonal, and all eight combinations make
sense. Let us call these eight notions of security type-0, type-1, ..., type-7, with
the numbering determined as follows: concealing corresponds to a 0 bit

and revealing to a 1 bit, and we interpret the three characteristics above as a 3-
bit binary number, the most significant bit being for repetition concealing or
revealing, then which-key concealing or revealing, finally message-length
concealing or revealing. With this terminology, the conventional concept of
encryption-scheme security, ever since the work of Goldwasser and Mi-cali [18],
has been type-3 security: a ciphertext may reveal the length of the message and
which key is being used, but it should not reveal if two ciphertexts are
encryptions of the same message. However, this concept of security is not the
only reasonable one.

Encryption cycles Given a type-n (n € {0,...,7}) secure encryption scheme
N = (K,E,D), one can construct a type-n secure encryption scheme n° = (k,E% D°)
with the following property: N°would be completely inse-cure if the adversary

were given (for exampke, as an additional input) even a single encryption cE°
(k) of the underlying key k*Goldwasser and Mi-cali were aware of this (in the
public-key setting) when they published their work [18].

It is not only encrypting k under k that is problematic; longer cycles may also
cause problems. For example, even if an encryption scheme is type-3 secure, it
may not be safe to encrypt a message b under a key a and then, reversing the
roles of a and b, to encrypt a under b. For all we know, the concatenation of the
two ciphertexts might trivially reveal both a and b. For probabilistic encryption,
for cycles of length greater than one, we do not have any example to
demonstrate that this problem can actually arise, but the hybrid arguments
[18,37] often used to prove encryption schemes secure, and which we use here,
do not work in the presence of such cycles.

Therefore, as discussed in Section 3, we focus on expressions without
encryption cycles. In return, we can rely on standard-looking definitions and
tools in the computational setting.

4.3 Definitions of encryption-scheme security (types 0, 1, 3)

The formal treatment in Section 3 corresponds to type-0 security (repetition
concealing, which-key concealing, and message-length concealing), so let us



define this notion more precisely. An explanation of the notation follows the
definition.

Definition 1 (Type-0 security) Let N = (K,E,D) be an encryption scheme, letn €
Parameter be a security parameter, and let A be an ad-

versary. Define
0
Advi(A) P kO K () : A El
()= 1'- Prhk «K(n):
AE(0), Ex(0) (n) = 7'



Encryption scheme I is type-0 secure if for every probabilistic polynomial-time adversary
A, Advnqi(A) is negligible (as a function of n).

We are looking at the difference of two probabilities.

e First, let us focus on the first probability. The quantity in brackets
describes an experiment that is performed, and then an event. In this
experiment, one first chooses two keys, k and k°, independently, by
running the key-generation algorithm K. Then one runs adversary A, with
two oracles: a left oracle f and a right oracle g. If the adversary asks the
left oracle f a query m € String, the oracle returns a random encryption of
m under key k. That is, the oracle computes c<~Ek(m) and returns c. If the
adversary asks the right oracle g a query m € String, the oracle returns a
random encryption of m under key k°, similarly. Independent coins are

used each time a string is encrypted (but the keys k and k° stay fixed).

o Next, let us consider the second probability. In this experiment, a single
key k is selected by running the*key-generation algorithm K. The adversary
again has two oracles, a IeftRoracIe f and a right oracle g, and these oracles
again expect queries m € String. But now the oracles behave in the same
way. When asked a query m, the oracles ignore the query, sample
c<Ek(0), and return c. Independent coins are used each time a string is
encrypted (but the key k stays fixed).

The type-0 advantage is the difference in the above probabilities. One can
imagine that the adversary is trying to distinguish a good encryption box from a
false one. A good encryption box encrypts the specified query using the selected
key. A false encryption box ignores the query and encrypts a fixed message
under a fixed random key. Intuitively, & scheme is type-0 secure if no reasonable
adversary can do a good job of telling gpart the two encryption boxes on the
basis of their input/output behavior.

Various other equivalent formalizations for type-0 encryption are possi-ble.
For example, it adds no power for there to be more than two oracles. (In the
first experiment, each oracle would encrypt queries under its own key; in

the second, every oracle would encrypt O under a common key.) Likewise, it
takes away no power if Eko() is replaced with Eko(0) in the first experiment. We
also give detailed definitions of type-1 and type-3 security; they resemble that of
type-0 security. In these definitions, Ek() is an oracle that returns c<~Ek(m) on
input m, as above, and Ek(OI |) is an oracle that returns

cgEk(Olml) on input m.

Definition 2 (Type-1 security) Let M = (K,E,D) be an encryption scheme,
let n € Parameter be a security parameter, and let A be an ad-versary. Define
h, Lo Ex(),E
Adv|1-|[n](A) def Pr k,k. %K(r:]) : ABOE0
() =1"- Pr''k «K(n) :
AEK(O]1).E(0] ) () = 1i

Encryption scheme I is tiype—l secure if for every probabilistic polynomial-time
adversary A, Advpy)(A) is negligible (as a function of n).

Definition 3 (Type-3 security) Let M = (K,E,D) be an encryption scheme,



let n € Parameter be a security parameter, and let A be an ad-versary. Define

h
Advi(A) % Prk «K(n) : A% (n)

=1 - Pk k) :

AR () = 1



Encryption scheme M is té'ype-S secure if for every probabilistic polynomial-time
adversary A, Advpy(A) is negligible (as a function of n).

4.4  Achieving type-0 and type-1 security with standard tools

Since type-3 security is standard but type-0 and type-1 security are not, we
show that type-0 and type-1 security can be achieved using standard
assumptions and constructions. Although this fact is not necessary for our
soundness theorem, it provides support for the hypotheses of the theorem.

Block ciphers Let 8 = 1 be a number (the blocksize) and let Block = {0,1}3. Let
Key be a finite nonempty set. Then a block cipher is a function

E : Key x Block = Block such that, for every k € Key, we have that Ek() = E(k,) is a
permutation. Example block ciphers are DES and the emerging AES (Advanced
Encryption Standard).

One measure of security for a block cipher is:

AdvP'P(A) = Pk ey : ABI=1' - pr'n «Perm(p) : A0 = 1!

Here Perm(B) denotes the set of all permutations on {0,1}°. Informally, the
adversary A is trying to distinguish the block cipher E, as it behaves on

a random key k, from a random permutation . We think of E as a good
block cipher if AdvP(A) is small as long as A is of reasonable computational
complexity.

Block cipher modes of operation Block ciphers are the most common
building block for making symmetric encryption schemes. Two well-known ways
to do this are CBC mode and CTR mode. In CBC mode (with a random
initialization vector), the encryption of a plaintext x = x1 .,.xn using key k € Key,
WhRere n=1and |xi| ={0,1}, is yoy1...yn where yo <—BIocE and yi = Ek(yi-1 @ xi) for
all 1 <i<n.InCTR mode, the encryption of a plaintext x using key k is the
concatenation of r <Block with the xor of x and the |x|-bit prefix of the

concatenation of Ek(r), Ex(r + 1),
Ek(r+2), .... Here r+i is the B-bit string that encodes the sum of r (treated as an

unsigned number) and i, modulo 2. In [7], Bellare et al. establish

the (type-3) security of these two nmiodes of operation. Their results are
guantitative, measuring how well one can attack the block cipher E in terms of
how well one can attack the given encryption schemes based on E (in the sense
of type-3 security).

CBC and CTR modes are which-key concealing Even though the
results just mentioned do not indicate that CBC mode or CTR mode are which-
key concealing, these schemes are in fact which-key concealing and those
results can be used to show it, as we now sketch. Let M = (K,E,D) be an
encryption scheme, let A be an adversary, and define

rand Prhk «—Key(n) : AE)
Aan[n] = . h

(m) = 1' - pr'k
<—'Key(n) :A$|Ek()| () =

1I



By /B0l we denote an oracle which, on input m, computes ceEk(ar) and
returns a random string of length |c|. (By an assumption stated above, |c|
depends only on nand |m|.) Informally, the adversary cannot tell if it is given a
real encryption oracle or an oracle that returns a random string (of the
appropriate length) in response to every query.

The proofs of security in [7] actually establish that CBC mode and CTR mode
are good schemes according to Adv"nd, assuming that the underlying block

cipher E is secure according to AdvP™. To complete the picture, we claim that
any good scheme according to Adv™@dis also type-1 secure. (This claim is not
hard to prove, though we omit doing so here.) Therefore, CBC mode and CTR
mode (as defined above) are type-1 secure: repetition concealing, which-key

concealing, but message-length revealing.

Hiding message lengths for type-0 security  Finally, we have to con-ceal

message lengths. This step is standard, provided the message space
is finite. Let M = (K,E,D) be a type-1 secure encryption scheme with Plaintext =

{0,1}". Let Plaintext® C String be a finite set, with a particu-lar element 0°. To
make a type-0 secure encryption scheme we just encode all messages of
Plaintext® into strings of some fixed length, and then en-

crypt these using E. That is, we choose any convenient function encode() which
(reversibly) takes strings in Plaintext® to a subset of {0,1}', for some number °.
The encryption scheme M° = (K,E,D®), with message space Plaintext®, is defined
by letting EQ (m) = E (encode(m)) for m € Plaiktext®, setting E% (m) = E° (0% for m
€ Plaintext®, and defining D%in the obvious way. Type-1 security of I
immediately implies type-0 security of ne.

5 The Computational Soundness of Formal Equiv-alence

In this section we relate the two views of cryptography. We proceed in two
steps. First, we show how to associate an ensemble to an expression M, given
an encryption scheme I. Then we show that, under appropriate as-sumptions,
equivalent expressions give rise to indistinguishable ensembles.

5.1 Associating an ensemble to an expression

Let M = (K,E,D) be an encryption scheme and let n € Parameter be a security
parameter. We associate to each formal expression M € Exp a distribution on
strings [[M]] ninl , andi thereby an ensemble [[M]] . This as-
sociation constitutes a concrete semantics for expressions (in the style of
programming-language semantics or logic semantics); it works as follows:

e First, we map each key symbol K that occurs in M to a string of bits t(K),
using the key generator K(n).

algorithm Initializen(M) .
for K € Keys(M) do t(K)<K(n)

algorithm Convert(M)
if M =K where K € Keys then return
ht(K), key”i
if M = b where b € Bool then



return hb,“bool”i
if M = (M1,M2) then

return hConvert(M1),Convert(Mz),“pair”i if M =
{M1}k then

x%Convert(Mﬂ

y <EK(x)

return hy,“ciphertext”i

Figure 1: How to map (probabilistically) an expression M to a string Convert(M),
given an encryption scheme N = (K,E,D) and a security parameter n.

¢ We map the formal bits 0 and 1 to standard string representations for
them.

e We obtain the image of a formal pair (M,N) by concatenating the images of
the components M and N.

¢ We obtain the image of a formal encryption {M}« by calculating Ex(x)(x),
where x is the image of M.

e In all cases, we tag string representations with their types (that is, “key”,

»n o«

“bool”, “pair”, “ciphertext”) in order to avoid any ambiguities.

This association is defined more precisely in Figure 1. In the figure, we write
Keys(M) for the set of all key symbols that occur in M, and write hxi,...,xki for an
ordinary string encoding of x1, ..., xk. The aukxiliary initialization procedure
Initializen(M) maps every key symbol in Keys(M) to a unique key t(K). The
probability of a string in [[M]] nmn is that induced
by the algorithm Convert(M) of Figure 1.

5.2 Equivalence implies indistinguishability

Next we prove that equivalent expressions correspond to indistinguishable
ensembles (that is, M = N'implies [[M]] = [[K]] ), assuming that the ex-pressions
are acyclic and that the underlying encryption scheme is type-0 secure.

We start with a few simple examples, instantiating the claim that M =N

implies [[M]]n = [[N]]n. -

e Since 0 =0, we conclude that [[0]] = {0]] . The two ensembles being
compared put all the probability mass on a single point, h0,“bool”i.

e Since K = K® we conclude that [[K]] = [[K°H] . The two ensembles being
compared are identical: they are induced by the key generator K.

e Since {0}k = {1}k, we conclude that [[{0}k ]] = [[{1}x { . This im-
distinguishability is nontrivial: it relies on the assumption that the
encryption scheme is type-0 secure.

e Although {0}k = {KIk, we cannot conclude anything about how [[{0}x ]]
n may felate to [[{K}k]], because of the encryption cycle in {K}k.

Reconsidering some of the other examples of Section 3.3 can also be instruc-
tive.
Our theorem is:

Theorem 1 Let M and N be acyclic expressions and let I be a type-0 secure



encryption scheme. Suppose that M = N. ThenL[M]]n = [[N]]n.

Proof The proof is a hybrid argument, as in [11,18,37]. One must be
particularly careful in forming the hybrids, relying on acyclicity. Because of the
generality of the claim, the description of the hybrid argument is somewhat
complex. Therefore, we include a running example, in italics. We also break up
the proof into several phases.

Key renaming The first phase of the proof deals with renaming keys.
Roughly, its goal is to modify the expressions M and N by renaming keys so that
pattern(M) = pattern(N), still, and M has “hidden” keys Kz,...,Km and N has
“hidden” keys Ka,...,Kn, where Kiencrypts Kionly when | =i, and both M and N
have “recoverable” keys J1,...,Ju.

As above, Keys(M) is the set of all keys that occur in M. First we partition
Keys(M), separating those keys that the adversary can recover from the rest:
recoverable(M) = {K € Keys(M) | M ‘K}

hidden(M) = Keys(M) - recoverable(M)

Let u = |recoverable(M)| and let m = | hidden(M)|. We form a graph Gm=
(Vm,EM) whose vertices are VM = hidden(M) and where there is an arc K = K%in
Emif and only if K encrypts K%in M. (Recall that K encrypts K%in M if there is a
subexpression {M1}k of M where K° occurs in M1.) The acyclicity of M means that
GMmis acyclic and, as a consequence, we can rename the keys in Keys(M) so that
the hidden keys are Ki,...,Km, the recoverable keys are J1,...,Ju, and Ki—= Ki € Em
implies | 2 i. In other words, a deeper key of M gets a smaller number. We let

MO be the resulting expression.

Let us start our running example. Suppose that M is the expression:
{O3Kke {K1 13k, K2 {O}ks {K6 ks {K1 K33Ka {1 1 13K5 0 {K1}ks {K53K,

Here we have omitted commas, for readability, and also parentheses. The
parentheses are irrelevant in this example, but we should hold them fixed as the
example is developed; for concreteness, we may think of elements as being
grouped left-to-right, so that a b ¢ d is short for (((a,b),c),d). In this example, we
have:

Keys(M) = {K1,K2,K3,K4,K5,K6}
{K2,Ks}
{K1,K3,K4,Ke}

recoverable(M)
hidden(M)



The graph Gm = (VM,EM) has vertices Vm = {K1,K3,K4,Ké} and arcs K4 = K1, K4 — K3,
K4 = K¢, and K6 = K1. We rename (K1,K2,K3, K4,K5,K¢) to (K1,)1,K2,K4,J2,K3),

obtaining a new expression M%:

{O}Kg {Kl 1}K4 Ji {O}Kz {K3}K4 {Kl K2}K4{1 1 1}J2 0 {Kl}Kg {JZ}Jl

Because M =N, and by the definition of equivalence up to renaming, there
exists a function o on Keys(N) such that pattern(M) = pattern(No). The keys that
occur in this pattern are those in the sets recoverable(M) and

recoverable(Na), which are therefore equal. Moreover, the value of 6 on
hidden(N) is irrelevant, since the keys in this set get obliterated with the symbol
2. So, by acyclicity, we can again rename those keys to K1,...,Knin such a way
that Kiencrypts Kionly if | > i. This renaming is much as in M, so we omit its

justification. We obtain a function o%and an expression N° such that N° = Na®,
MO = NO, recoverable(M°) = recoverable(N®) = {J1,...,Ju}, hidden(N°) = {K1,...,Kn},
and Kiencrypts Kiin NO onlyif I 1.

Continuing our example, let N be the expression:
{1 13Kk, {K33Kk, K1 {K3}k, {K8lk, {1}ks {1 1 1}k 0 {0 Oxs {K3}k4

so recoverable(N) = {K1,K3} and hidden(N) = {K2,Ks5,Ks}. We rename
(K1,K2,K3,Ks5,Ke) to (J1,K3,J2,K1,K2), obtaining a corresponding ex-pression N:

{1 13ks {J2)ksJ1 J2)ks {K2ks {13k {1 1 11,0 {0 O}k, {J2},

Note that N° (and N) have a different number of hidden keys than MO (and M).
On the other hand, they have the same number of recoverable keys; this
equality is implied by the definition of equivalence.

In sum, we can thus apply renamings to M and N, obtaining M© and N° such
that pattern(M°) = pattern(N°), M has hidden keys Kz, ...,Km, N° has hidden keys
K1,...,Kn, if K encrypts Kithen | 2 i in both M® and N°, and both have recoverable
keys J1,...,Ju.

The hybrid patterns Miand N; In the next phase of the proof, we
introduce patterns (that is, extended expressions) Mo,Ma,...,Mm and No,N1,...,Nn

so that these patterns form a chain between M© and NC. Relying on the function
p from Section 3.2, we let:

Mi = p(MP recoverable(M®) U {Ku,...,Ki})

where Ki,...,.Km are the hidden keys of M® and i € {0,...,m}. In particu-lar, we have
Mo = pattern(M°) and Mm = MP. Similarly, for j € {0,...,n}, we let:

Nj = p(NO, recoverable(N°) U {Ku,...,Ki})

and in particular obtain No = pattern(N®) and Nn = N°. Intuitively, Mi and Ni are
the patterns that the adversary sees in M®and N°, respectively, if the
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adversary has a priori knowledge of the otherwise hidden keys Ki,...,Ki. The
ordering of the keys guarantees that this knowledge does not permit the
discovery of other hidden keys.

In our example, we have:

MO
k
Ma: {0}k K11k Ji{O}k {Ksl. {Ki1K2le {111} .0 {Ki}k {J2hM3:{O} 2 ; J1{O)
2, 2, {111} O{Ki)x {J2hM2: 2 2 Ji{0} 1
2 2 {111} @ 2, {J2hM1: 2 2
J1 2 2 2 {111 0 2 {J2h Mo, 2, 2
jf1 2 2 2 {111}.0 2 {)2}n
I?\loz 2 2 J1 2 2 2 {111 © 2, {2}
N1: 2 2 J1 2 2 {1} - {112 0 ., 2 {)2}
N2: 2 2 Jf 2 2 {1k , {111 0{0Q} {J2}iN3:
{11 {2l Jr{l2ls{K2lks  {1}k:  {111}120 {0 O}k2{)2}s
N

Note that pattern(MO) =Mo=No= pattern(NO).

Defining ensembles for the patterns Miand N;j Next we map each
of the patterns Mo,...,Mm,No,...,Nnto an ensemble [[Mo]] ,...,[[Mml] , n
[[Nolh,...,[[Nm] , respectively. We define this mapping by extending the
conversion algorithm of Figure 1 so that it applies to patterns, not just to
expressions. The extension is simple: any time it encounters the symbol 2, it
returns the encryption of 0 using a new, fixed key, which is used for no other
purpose. More precisely, we extend the algorithm of Figure 1 by adding to
Initialize the line:

T(Ko)K(n)
and adding to Convert the lines:

if M = 2 then

Yy LET(K )(0)
return hy,“ciphertext”i

Finding a large gap Clearly [[M]] & [[M°]]5 since M and MP differ only
in their indexing, and similarly [[N]] n =[[N%]. Therefore, our goal is to
show that [[M°]]n = [[N°]]n.

We argue by contradiction: we assume that there is an adversary A that

distinguishes [[M°]]n and [[N°]], in order to contradict the type-0 security of IN.
According to the definitions, the adversary A runs in polynomial time, and the
function:

A(n) = Prly <[[M%]In < A(.y) = 1] - Prly <[IN]] : A(n.y) = 1]



is not negligible, that is, for some constant c, for some infinite set N, A(n) >n¢

forallneN.ForO<i<mand1zsj<n,wedefine:

pitn) = Prly <I[Millrpy : Alny) = 1] itn)
= Prly <Nl : Aty) = 1]

Below, we sometimes omit the argument n for notational simplicity. Since MO =
Mm and N° = Nn, we have that A = pm - gn. In addition, we have that po= qo
because M? and N°yield the same pattern, so we also have that:

AN = (pm-pm-1)+ (pm-1- pm-2) + ...+ (p1-po) + (qo - q1) +
(q1-q2) + ...+ (gn-1-qgn)

We thus have m+n summands that add up to A. By the triangle inequality, there
is either i € {1,...,m} such that pi - pi-1 = M(m + n) or there is j € {1,...,n} such that
gi-1-qgi = M/(m+n). Moreover, a suitable index i or j exists for each ) € N, so there
is an index i or j that works for infinitely many n € N, since the number of
summands is finite and fixed. Let i be such an index; the case of an index j is
exactly analogous. Hence, there exists an infinite set N° C N such that pi(n) -

pi-1(n) = A(n)/(m + n) for each n € N°.

In our example, we are assuming that there is some adversary A with a good
advantage, say 0.50, in distinguishing [[Ma4]]land [[N3]] nthat is, [yl and [[N]] .
So the adygrsaryyf\will distinguish one of the following with advantage at least
0.50/7: [[M4]] and [[Ms]]  ;[[Ms]land [[Ma}};  ;[hMell  qpand [[Ma]]
(M) and (Mgl wfNol) pand ] pifINE) and [IN2) o
[[N2]J1[n] rﬂ%ﬂﬁ [[N ]ﬂ Frﬁr exan}ﬁl? suppose that it is [[M3]] and [[M2]]

enA ans rsls stantlally more often when given samples
from [[M3]] than when given samples frqm [IM2]]nm)

algorithm A"8(@m)
R
fork e Keys(M?) do t(K)<K(n) y
eRConvertZ(Mo)

b<An,y)
return b

algorithm Convert2(M)
if M*= K where K € Keys then return
ht(K),“key”i
if M*=b where b € Bool then
return hb,“bool”i
if M* = (M*,M7) then
return hConvert2(M”),Convert2(i), “pair”i if M* = {M*Jk
then 1
ifKe {JR1,...,Ju,K1,...,Ki-1} then
x<Convert2(M*) 1

y &Ex(k(x)

return hy,“ciphertext”i else
if K= K. then

x<—Convert2(M ) 1

y (%)

return hy,“ciphertext”i else if K
€ {Ki+1,&..,Km} then



y <g(0)
return hy,“ciphertext”i

Figure 2: Given an adversary A that distinguishes [[M°]] i n from{[Mg I,
the adversary Ao violates the type-0 security of I, using the oracles f and g. As in
the rest of the proof, K1,...,Km are the hidden keys and J1,...,Juthe recoverable

keys of MO,

Contradicting the type-0 security of I Using A, we construct an
adversary Ao that violates the type-0 security of M. The definition of Aois in
Figure 2. Since Ao attacks the type-0 security of an encryption scheme, it has
access to two oracles, f and g. Those oracles can be instantiated in one of two
ways. In one case, the oracle f is Ek(), for a randomly chosen ki «<K(n), while the
oracle g is Eko(), for a randomly chosen ko <-K(n). In the other case, the oracle f is
Ek (0), for a randomly chosen ko <K(f}), while the,oracle g is again Ek (0). ®

0

We have: R
pin) = 0 Priki,ko «=K(n) : AE(:
pirin) = Bol(n) = 1] Prlko
K(n) : AR BlOl)
1]

These equalities hold because Convert2(M°) returns a sample from [[Mi]] whemf

= Ex() and g = Ek (), and Convert2(M°) returns a sample from [[Mi-1]]  when f =
Ek (0) amd g = Ek (0). In both cases, notice that en-cryption under a recoverable
key K corresponds to encryption under the associated key t(K). Encryption under
a hidden key K in {K1,...,Ki-1} also corresponds to encryption under the
associated key t(K), while encryp-tion under a hidden key in {Ki+1,...,Kn} results in
0 encrypted under ko. For the first equality, encryption under the hidden key Ki
corresponds go en-cryption under ki; for the second, encryption under Kiresults
in 0 encrypted under ko. 0

We therefore also have: R o

Advpm(A0) = Prlki,ko <K(n) : AB0:
Boll(1)) = 1] - Prlko «<K(n) :
= AEk0(0), Eko(O)(n) =1]
pi(n) - pi-1(n)
For infinitely many values of 1 (those greater than (m+n) in N°), we obtain:
Advfnj(A0) 2>  An)/(m+n)
> n %(m+n)
n-(C+1)

Hence, the function Adv° nim] (Ao) is not negligible. This conclusion contra-dicts
the hypothesis that the encryption scheme I is type-0 secure, as de-sired.

Completing our example, let us suppose that A answers 1 substantially more
often when given samples from [[M3]]n[,; than when given samples from
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[[M2]hn] , as above. We use A to show that the encryption scheme M is not type-
0 secure by constructing a successful adversary Ao against . This adversary
relies on two oracles f and g, with two instantiations each. The two
instantiations come from the definition of type-0 security. With the first
instantiation, Ao creates a sample from [[Ms]] p;,; and then calls A. With the
second instantiation, Ao creates a sample from [[M2]] A and then calls A.
Therefore, Ao answers 1 substantially more often in the first case. 2

Theorem 1 gives an asymptotic statement of security. From its proof one
can, as always, extract a corresponding concrete-security statement. This
statement would say the following. Let M and N be acyclic expressions with m
and n keys and lengths [M| and |N|, respectively. (The length of an expression
is just the number of rules used to generate it.) Suppose that M = N. Assume
further that m,n > 1, thus excluding only triv-ial cases. Fix a security parameter
and an encryption scheme IN. Let A be an adversary that runs in time t and

achieves advantage (n) = Pr[y <[[M]] :A(n,y) = 1] - Prly «<[[N]] :
A(n,yf= 1] inrai§tin- An]

guishing [[M]]nm;and [[N]]npmy- Then there exists an adversary Ao that
breaks the type-0 security of M[n] with advantage o= Adv® M) (Ao) 2

/(m + n). Moreover, there exist constants a and a® such that Ao makes at most
max{m,n} queries to its encryption oracles, these queries having length at most
a® max{|M|,|N|}; and the running time of Aois at most t+aTnmi(|M|+|N]),
where Tnn] is the maximum time to choose a key from K(n) plus the time to
encrypt a message of length at most a max{|M|,|N|} bits using the key. The
numbers a and a° depend only on encoding conven-tions and details of the
model of computation.

One may wonder whether a converse to Theorem 1 holds, that is, whether
indistinguishability implies equivalence. Such a converse fails for a fairly trivial
reason: if applying the algorithm of Figure 1 to the expressions M and M° gives
rise to encryptions of strings outside the message space Plaintext of the
encryption scheme M, then identical ensembles may be associated with M and
M® even when M and M° are not equivalent. We have not explored whether the
converse holds when Plaintext is large enough.

6 Conclusions

The formal approach to cryptography often deals with simple, all-or-nothing
assertions about security. The computational approach, on the other hand,
makes a delicate use of probability and computational complexity. However,

one may intuit that the formal assertions are valid in computational mod-els, if
not absolutely at least with high probability and against adversaries of limited
computational power. In this paper, we develop this intuition, ap-plying it to the
study of encryption. We prove that the intuition is correct under substantial but
reasonable hypotheses. This study of encryption is a step—perhaps modest but
hopefully suggestive—toward treating security protocols and complete systems,
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and toward combining the sophistication of computational models with the
simplicity and power of formal reasoning.
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periphrases. URL: http://wortschatz.uni-
leipzig.de/~cbiemann/pub/2008/HolzBiemannCicling08.pdf

29. Unsupervised and knowledge-free natural language processing in the
structure discovery paradigm. URL: http://wortschatz.uni-

leipzig.de/~cbiemann/pub/2007/Biemann07diss_Structure-Discovery-final.pdf

Web Corpus construction. Synthesis lectures on human language technologies. URL:

http://www.morganclaypool.com/doi/abs/10.2200/S00508ED1V01Y201305HIL.T022

Ilepeyens B/l u UCC
Tabnuya 2

n/n

HaumeHoBaHue

MexayHapoaHble pedepaTmBHble HaykomeTpudeckme b[,
AOCTYMNHblE B pamKax HaunoHanbHou nognucku B 2025 r.
Web of Science

Scopus

lMpodeccmoHanbHble NosHoTeKcToBbIE B, 4OCTYMHbIE B paMKax
HauMoHanbHoM nognucku B 2025 r.
XKypHanel Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals
XypHanbl Taylor and Francis

SﬂeKTpOHHbIe n3gaHn4a n3gartesibcrtea Springer

lMpodeccmnonanbHble NnonHoTekcToBble B
JSTOR

N3paHna no O6Ll.l,eCTBeHHbIM N rymaHuTapHbIM Haykam

Komnmeeprle CripaBoO4HbI€ MNMpaBoOBblE CUCTEMbI

KoHcynbTaHT lMNntoc,



http://www.cs.cornell.edu/people/tj/publications/joachims_98a.pdf
http://www.cs.cornell.edu/home/llee/papers/sentiment.pdf
http://wortschatz.uni-leipzig.de/~cbiemann/pub/2008/HolzBiemannCicling08.pdf
http://wortschatz.uni-leipzig.de/~cbiemann/pub/2008/HolzBiemannCicling08.pdf
http://wortschatz.uni-leipzig.de/~cbiemann/pub/2007/Biemann07diss_Structure-Discovery-final.pdf
http://wortschatz.uni-leipzig.de/~cbiemann/pub/2007/Biemann07diss_Structure-Discovery-final.pdf
http://www.morganclaypool.com/doi/abs/10.2200/S00508ED1V01Y201305HLT022
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MapaHT

7. MartepuajbHO-TeXHHYECKOe o0ecnieyeHne M CUMILIUHBI (M00Y/141)

3aHATHUSA 110 KYPCY MOXHO MPOBOAMTH C MAKCUMAIbHOM 3(()EeKTUBHOCTHIO B

KOMITBIOTEPHOM KJIaCCE UM ayJUTOPHUU C JOCTYIIOM B I/IHTepHeT, IMPOCKTOPOM U DKPAHOM I

HpeBeHTaHHﬁ. HCO6XOI[I/IMO TaKXKC HAJIMYUEC JOCKH UIIN (bnnnqapTa, YTOOBI nperoaaBaTCiib MOT

pa:«:61/1paTL MMPUMCEPHI IO X0y OOBSICHCHHS U 3aIIMCHIBATH 3aJaHus.

ITepeuens 11O
Tabnuya 1
HanmeHoBaHue MO Mpowns Cnocob
n/n BOAUTENb pacnpocTpaHeHus
(luyeHsuoHHoe unu
€c80600HO
pacrpocmpaHsemMoe)
Microsoft Office 2010 Micros NUUEH3NOHHOE
oft
Windows 7 Pro Micros TNNLIEH3NOHHOE
oft
Microsoft Office 2013 Micros NUUEH3NOHHOE
oft
Windows 10 Pro Micros NULUEH3NOHHOE
oft
Kaspersky Endpoint Kaspe NUUEH3NOHHOE
Security rsky

8. O0ecnieuenye 00pa30BATEILHOIO Npolecca N JUI ¢ OrPAHUYCHHBIMHU

BO3MOKHOCTAMMHU 310POBLA U UHBAJIN/IOB

B X0A¢ par3aliv JUCHUIIIINHBI UCTIOJIB3YIOTCA CICAYIOMUC TJOIMOJTHUTCIBHBIC

METO/bI 06y‘~I€HI/I$I, TCKYLICTO KOHTPOJIA YCIICBAEMOCTH U HpOMeX(YTOqHOﬁ aTrrecTanuun

00ydJaronuxcs B 3aBUCUMOCTH OT WX HHIUBUAYaJIbHBIX OCOOCHHOCTEH:

® UIA CICUBbIX U CJIaGOBI/IIIHH_[I/IXZ
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- JIeKUMU O(OPMIISIOTCS B BHUJAE 3JIEKTPOHHOTO JOKYMEHTA, JOCTYIHOTO C IOMOIIBIO
KOMIIBIOTEPA CO CIELHUAIN3UPOBAHHBIM IPOTPAMMHBIM 00€CIICUEHNEM;

- IMCBbMEHHBIC 3aJaHHs BBIIOJHIKOTCS HAa KOMIIBIOTEpE CO CHENUAIU3UPOBAHHBIM
NPOrpaMMHBIM 00€CTIeYeHHEM, HJTU MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

- o0ecrieunBaeTCsl MHAMBUyallbHOE paBHOMEpHOE ocBenieHue He meree 300 ItoKc;

- QIS BBIIONHEHHS 3alaHusi TP HEOOXOTUMOCTH TIPEIOCTABISCTCS YBEINYHBAIOIIEE
YCTPOHCTBO; BO3MOXHO TAK)K€ MCII0JIb30BaHHE COOCTBEHHBIX YBEIMUUBAIOIINX YCTPOUCTB;

- IUCbMEHHBIE 33JJaHUs O(POPMIISIOTCS YBEJIMYEHHBIM HIPUPTOM;

- 9K3aMEH U 3a4€T MPOBOJATCA B YCTHOM (pOpMe MIIM BBIMIOJIHSAIOTCS B MUCbMEHHOHN opme Ha
KOMIIBIOTEPE.

® IS TIIyXUX U CIa0OCITBIIIAIINX:

- JekiuMH O(OPMISIIOTCS B BHJE 3JEKTPOHHOIO JOKYMEHTa, JHOO MpeJoCTaBIIseTCs
3BYKOYCWJIMBAIOIIAs alnaparypa HHANBUAYAIbHOIO NIOJIb30BaHUS;

- MUCbMEHHBIE 3a/1aHUs BBIMOJIHAIOTCS HAa KOMITbIOTEPE B MUCbMEHHON (opMe;

- SK3aMeH U 3a4€T MPOBOJATCA B IHUCbMEHHOM QopMe Ha KOMIBIOTEPE; BO3MOXKHO
npoBesieHue B (hopMe TECTUPOBAHUS.

® ISl JIUII C HApYIIEHUMH ONIOPHO-ABUTaTEIbHOIO anapara:

- JIeKUMu O(GOPMISIOTCS B BHUAE SJIEKTPOHHOTO JIOKYMEHTA, JOCTYITHOTO C IIOMOIIBIO
KOMIIBIOTEpA CO CHEMATU3UPOBAHHBIM IIPOTPAMMHBIM 00€CIICUEHHEM;

- IIMCbMEHHBIC 3aJaHHs BBIIOJHIIOTCS HAa KOMIIBIOTEpE CO CHELUAIU3UPOBAHHBIM
IPOrpaMMHBIM 00€CTIEUCHUEM;

- 9K3aMEH U 3a4€T MPOBOJATCS B YCTHOM (DOpME MM BBIMTOTHSAIOTCS B MUCbMEHHOHN (opme Ha
KOMIIBIOTEPE.

IIpy HEOOXOOUMOCTH HpeoyCMaTpUBAEeTCA YBEIMYEHHE BPEMEHH Uil MOATOTOBKU
OTBETA.

[Iponienypa  mpoBeAECHHST  NMPOMEXKYTOYHOM — arTecTallid Uil OOyYaromuxcs
YCTaHABIMBAaETCA € Y4YETOM HUX UHAMBUAYAIbHBIX IMCUXO(PHU3NYECKUX OCOOEHHOCTEM.
ITpoMexyTouHas aTTeCTalus MOKET IPOBOAUTHCSA B HECKOJIBKO JTAIlOB.

ITpu mpoBeneHUH MpOLEAYpPhl OLEHUBAHUS PE3yJIbTaTOB O0yueHHs MpeaycMaTpUBaeTCs
UCTIOJIb30BaHUE TEXHUYECKHX CPEJICTB, HEOOXOAMMBIX B CBS3M C HWHIMBUAYAIbHBIMU
OCOOEHHOCTSIMU 00y4YaroIIUXCsl. DTU CPEACTBA MOTYT OBbITh IPEIOCTABIEHBl YHHBEPCUTETOM,
WJIN MOTYT MCIIOJIb30BaThCs COOCTBEHHbIE TEXHUUECKUE CPE/ICTBA.

[lpoBenenue mpoueAypbl OLEHMBAHUS pPE3YyJIbTaTOB OOyYEHHUS JIOMyCKaeTcs ¢

HCIIOJBb30BAHUEM JUCTAHIITMOHHBIX O6pa30BaTeJ'IbHBIX TEXHOJIOTHH.
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ObecneunBaeTcst 1OCTYN K MH(POPMAIMOHHBIM M OuOIMoOrpaduyeckuM pecypcaMm B CETH
WuTtepHer nns kaxgoro oOyuwaromierocss B (opMax, aJalTUPOBAHHBIX K OTPAaHUYEHUSM HX
3JJ0POBbS U BOCHPUATHUS UH(OPMALIH:

® IS CJENbIX U cIa00BUIAIINX:

- B [le4aTHOU (hopMe YBEINYECHHBIM HIPUPTOM;
- B pOopMeE IEKTPOHHOTO IOKYMEHTA;

- B popme ayauodaiina.

® U TIIyXUX U caa0OoCIbIIIAMX:

- B meyaTHOU opme;

- B (hopMe IEKTPOHHOTO JOKYMEHTA.

® ISl OOYYAOLINXCS C HAPYIICHUSIMH OTIOPHO-JIBUTATEIILHOTO amnrapara:
- B Ie4aTHol popme;

- B (hopMe 3IEKTPOHHOTO JOKYMEHTA;

- B popme ayauocaiina.

VY4eOHbIe ayAUTOPUH JUIS BCEX BUIOB KOHTAKTHOW M CaMOCTOSITEIBHOM paboThI, HaydHAS
O6ubIMOTEKa M MHBbIE MOMEIIEHUs sl 0OyYeHUs] OCHAIIEHBI ClIeUaIbHBIM 00OpYIOBAaHUEM U
y4eOHBIMH MECTaMHU C TEXHUYECKHMHU CPEICTBAMU O0YUEHHUS:

® IS CJIETIBIX U CTa00BHIAIINX:

- YCTpOHCTBOM JuIsl ckaHupoBaHus 1 uTeHus ¢ kamepoit SARA CE;

- nucrieeM bpaitns PAC Mate 20;

- npuHTepoM bpaiung EmBraille ViewPlus;

® Ui TIYXUX U CIA0OCIBIMIAIINX:

- aBTOMATH3MPOBAHHBIM pabOUYMM MECTOM ISl JIIOEH C HapylmieHHEeM CciyXa H
CJ1a00CIIbIIIAIINX;

- aKyCTMUYECKHH yCUIIUTEb U KOJIOHKH;

® It 00Y4YaIOLINXCS C HAPYIIEHUSIMH OTIOPHO-BUTATEIILHOTO anmapara:
- IEPEIBMKHBIMH, PErYJIMPYEMBbIMU 3proHOMu4eckuMu mapramu CU-1;

- KOMITBIOTEPHOM TEXHUKOM CO CTielnaIbHbIM IPOrPaMMHBIM 00€CIIEYECHUEM.

9. MeToan4ecKne MATEPHAbI

9.1 Ill1aHbl NPaKTHYECKUX 3aHATHH. MeToan4yecKkne yKa3aHus 1o

OpraHu3anvu U MPpoOBEICHUIO



48

3ansarue 1-3. OcoOeHHOCTH TEKCTa aKaJeMUdecKoro cTumis (6 d.)

Hens 3ansTus: U3yuenne 0oCOOEHHOCTEN TEKCTOB aKaJIeMHUYECKOTO CTHIIS.

B pesynbprare BBIIOJHEHHUS 3aaHUS CTYICHTHI JOJKHBI:
- 3HaTb 0COOEHHOCTH f3bIKa U HAYYHBIX CTaTeH;

- OBITH TOTOBBIMU YUYUTBIBATh UX IIPU MEPEBOJAC U MMOPOKICHHUNU COOCTBEHHOTI'O TEKCTA.

3agaHus:

N3yunte 0COOCHHOCTH TEKCTOB aKaJIEeMHUYECKOTO CTHIISI, 00pailiasi BHUMaHUE Ha JICKCUKO-
rpaMMaTHYEeCKHe OCOOCHHOCTH S3bIKa, Ha TPEOOBAHMS K UX HAMMMCAHUIO, O(POPMIICHHUIO U

CTPYKTYyp€ TEKCTa.

Vka3aHus 1o BEITIOTHEHHIO 3aJaHIH
[Ipoananu3upyiiTe CHHTAKCUYECKYIO CTPYKTYPY TEKCTOB aKaJeMHUUYECKOTO CTHUJISA.

[Ipoananu3upyiTe rpaMMaTHYECKYIO CTPYKTYPY TEKCTOB aKaJEMUYECKOIO CTHIIS.

KoHTposibHBIE BOIIPOCHL:

KaxoBbI OCHOBHEIC XAPaAKTCPUCTHUKHU aKaICMHUYCCKOI'0 CTUJIA B aHTJIMMCKOM SI3BIKE?

KakoBEI 0CHOBHEIE JICKCUKO-TpaMMAaTHUYCCKUC 0COOEHHOCTHU TEKCTOB AKaJCMHUYCCKOIo cTrIs?
Hazosute HCKOTOPLIC KIIMIIC, CBOMCTBEHHBIC MMCHMEHHBIM TEKCTaM AKaJJCMHUYCCKOro CTUJIA B
aHTJIMHCKOM SI3BIKE.

HazoBute oCHOBHBIE MPUHATBHIC CTHUJIN IIpaBUJIa HUTUPOBAHUA U O(I)OpMHCHI/IH CCBIJIOK.

HcTtounuku u nmureparypa

Jlamvuues, JI. K. TexHoyorus nepepoia : ya¢OHUK M MPAKTUKYM ISl BY30B /
JI. K. Jlatbiies, H. FO. CeBepoBa. — 4-e u3j., nepepad. u gon. — Mocksa : 3narenscTBo
Opaiit, 2020. — 263 c¢. — (Bricmiee o6pazoBanne). — ISBN 978-5-534-00493-9. — Tekcr :
anextporHsiid // DbC FOpaiT [caiit]. — URL: https://urait.ru/bcode/450082 (maTa oOparieHus:
09.02.2021).

3ansarue 4-6. Buapl HayuHbIx ctaTeil. CTpyKTypa Hay4yHOU cTaThH. (6 4.)


https://urait.ru/bcode/450082

49

Hens 3ansaTus: M3yuyenne ocoOEHHOCTEN CTPYKTYpBI, IPUCYIIEN TEKCTaM aKaJIeMUYECKOTO

CTHUJIA.

B pesynbprare BBIIOJHEHHUS 3aaHUS CTYICHTHI JOJKHBI:
- 3HaTb 0COOEHHOCTH KOMIIO3UIIMN HAy4YHbIX CTaTeH;

- OBITH TOTOBBIMU YUYUTBIBATh UX IIPU MEPEBOJAC U MMOPOKICHHUNU COOCTBEHHOTI'O TEKCTA.

3agaHus:

Ha ocnose HpG)I.]'IO)KCHHOﬁ TEMbI HAITMIIUTC aHHOTALIUIO K CTAaThE.
Ha ocHoBe HpeﬂHO)KeHHOﬁ TEMBI COCTAaBBTC CIIMCOK KJIFOUCBBIX CJIOB.

Ha ocnose HpCﬂHOX(CHHOﬁ TEMBI COCTAaBbTC IIJIaH Haquoﬁ CTaTbu.

Vka3aHus 1o BEITIOTHEHHIO 3aJaHIH

[IpoaHanu3upymTe CHHTAKCUYECKYIO CTPYKTYPY HAyYHOM CTaThHU.

[Ipoananuzupyiite rpaMMaTHUYECKYIO CTPYKTYpPY HAYUYHOU CTaThH.

CocraBbTe repyHaualibHbIe, THOUHUTUBHBIC, TIPEIOKHBIC WIH TPAYACTHBIC 000POTHI IS
HAY4YHOM CTaThH MO NPEIJIOKEHHOU TEME.

[TpuBenuTe MpUMEpPHI KOJTUYECTBEHHON M 00pa3HOI SKCIIPECCUBHOCTH U HAYYHOM CTAThH I10
IIPEIJIOKECHHOU TEME.

[IpuBenute mpuMepsl KHIKHBIX CJIIOB U TEPMUHOJIOTHH MO MPEAJIOKEHHON TeMe B HAyYHOM
CTaThe.

Vkaxute cBI3U MCXKAY NPCATOXKCHUAMUA, MEXKIY a63auaMH B HaquOﬁ CTaThbe.

KoHTpoiibHBIE BOITPOCHL:

Oco0eHHOCTH U3TIOKEHUS, MPUCYIIIME HAYYHOMY TEKCTY, H UX OTpaKeHHUE B MpoIlecce MepeBo/ia.
3HAYUMOCTh KOHTEKCTA.

[lepeBoueckue TpaHchopMaluy U UX MPAKTUYECKOE PUMEHEHHE.

KoMmbproTepHoe obecrnieueHre mepeBoIIeCKO AeITEIbHOCTH: DJICKTPOHHBIC CJIOBAPH, CUCTEMBbI

ABTOMATHU3UPOBAHHOI'O IEPECBOIA.

HcTtounuku u nmureparypa
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Efficient simplification of point-sampled surfaces. URL: https://www.graphics.rwth-

aachen.de/media/papers/p Pau021.pdf

Emergence of linguistic features: independent component analysis of contexts. URL:

http://research.ics.aalto.fi/publications/bibdb2014/pdf/HonkelaOSNCPW.pdf

Matrix factorization recommender systems. URL: https://datajobs.com/data-science-

repo/Recommender-Systems-%SBNetflix%5D.pdf

Thumbs up? Sentiment classification using machine learning techniques. URL:

http://www.cs.cornell.edu/home/llee/papers/sentiment.pdf

3anstue 7-17, 1-9. KomnprorepHas tuHrBUCTHKA. (34 4.)

B PE3YJIbTATC BBINTOJHCHUS 3a/laHUA CTYACHTBI JOJIPKHBI:
- HAYUUTHCA NPUMCHATH Ha IPAKTUKE COOTBETCTBYIOIIUC KOHTCKCTY MCPEBOAUCCKUEC CTPATCTUN
AJId JOCTUKCHU OIITUMAJIBHOT'O PE3YyJIbTaTa,
- HAYUUTHCA IIPABUIIBHO I/I,I[eHTI/I(i)I/IHI/IPOBaTB " IIEpCBOAUTb TCPMUHBI;

- HAYYUTHCA y4aCTBOBATH B 6606[{6 110 TCMC 3aHATHA.

3agaHus:

1. I/I3y‘-II/ITC Hpe,Z[J'IO)KCHHHﬁ TCKCT U BBIACINUTC B HEM YCPThI HAYUYHOTO CTUJIA, 4 TAKKC
TCPMHHBI, COOTBECTCTBYIOIINEC TCMC.

2. BBINOJTHUTE MEPEBOJI TEKCTA.

YkazaHMs 0 BBIIOJIHEHUIO 3aJaHU:

[Ipoananu3upyiTe CHHTAaKCUYECKYIO CTPYKTYPY IPEII0KEHHOIO TEKCTa.
[Tpoananu3upyiTe rpaMMaTHYECKYI0 CTPYKTYPY MPEATIOKEHHOTO TEKCTA.

Boiienure B npeasioxKeHHOM TEKCTE repyHInalbHble, THPUHUTUBHBIC, TPEUIOKHBIE WIN
pUYacTHBIE 0OOPOTHI.

[IpuBeauTe mpuMepsl KOJIMUYECTBEHHON U 00pa3HOM SKCIIPECCUBHOCTH U3 MPEITI0KEHHOTO
TEKCTA.

[IpuBeauTe npuMephl KHWKHBIX CIIOB M TEPMUHOJIOTUN B NPEIJIOKEHHOM TEKCTE.
Briienure cBsi3u MeXAy NPEATIOKEHUSAMHU, MEXKAY a03aliaMy B MIPEI0KEHHOM TEKCTe.

[Ipoananmu3upynTe aBTOPCKYIO pedb B IPEIJI0KEHHOM TEKCTE.


https://www.graphics.rwth-aachen.de/media/papers/p_Pau021.pdf
https://www.graphics.rwth-aachen.de/media/papers/p_Pau021.pdf
http://research.ics.aalto.fi/publications/bibdb2014/pdf/Honkela05NCPW.pdf
https://datajobs.com/data-science-repo/Recommender-Systems-%5BNetflix%5D.pdf
https://datajobs.com/data-science-repo/Recommender-Systems-%5BNetflix%5D.pdf
http://www.cs.cornell.edu/home/llee/papers/sentiment.pdf
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KoHTposibHBIE BOIIPOCHL:
Kaxue nepeBonueckne CTpaTeruu COOTBETCTBYIOIINE KOHTEKCTY BbI 3HAETE?
Kaxue TepMuHBI MOKHO OTHECTH K TeMe «KoMIbIOTEpHAst TMHTBUCTUKA» ?

Yo Takoe (KOMIIBIOTCPHAA JIMHI'BUCTHKA» U KAKOBa o0acTh ee HpI/IMeHeHI/ISI‘.7

Hctounuku u nureparypa
Web Corpus construction. Synthesis lectures on human language technologies. URL:

http://www.morganclaypool.com/doi/abs/10.2200/S00508ED1V01Y201305HIL.T022

Automatically generating extraction patterns from untagged texts. URL:

https://www.cs.utah.edu/~riloff/pdfs/aaai96.pdf

Light stemming approaches for the French, Portugese, German and Hungarian languages. URL:

https://pdfs.semanticscholar.org/f49c/c1b64ed6adf3725a20dcc4f475da747729fc.pdf

3ansarue 10-18. Pexomennarenbubie cucteMbl. KoMmnblorepHbie urpsl. (16 4.)

B PE3YJIbTATEC BBIIIOJIHCHHA 3a/IaHUA CTYACHTDBI JJOJI2KHBI:
- HAYUUTHCSA NPUMCHATH Ha IPAKTUKEC COOTBCTCTBYIOIIUC KOHTCKCTY IICPEBOAUCCKUEC CTPATCTUU
AJI1 JOCTUKCHUS OIITUMAJIBHOT'O PE3YyJIbTAaTa,
- HAYUUTHCA IPaBUIIBHO I/I}lCHTI/I(l)I/IHI/IpOBaTB 1 ICPEBOANTDH TCPMUHEIL,

- HAY4YHUTbCA y4aCTBOBATH B 66062{6 I10 TEMC 3aHATHUSA.

3agaHus:

1. H3y‘II/IT€ HpCL[J'IO)KCHHbIﬁ TEKCT WU BBIACINUTC B HEM YCPTHI HAYUYHOT'O CTUIJIA, 4 TAKXKE
TCPMHUHBI, COOTBCTCTBYIOIIIHUEC TCMC.

2. BeinosiHUTE TIEPEBOA TEKCTA.

VYkazaHus 10 BBIIOJHEHUIO 3aJaHHUSA:
1.ITpoananu3upyiTe CHHTAKCUYECKYIO CTPYKTYPY NMPEII0KEHHOTO TEKCTA.

2.IIpoananu3upyire rpaMMaTHUECKYIO CTPYKTYPY IPEIOKEHHOTO TEKCTA.


http://www.morganclaypool.com/doi/abs/10.2200/S00508ED1V01Y201305HLT022
https://www.cs.utah.edu/~riloff/pdfs/aaai96.pdf
https://pdfs.semanticscholar.org/f49c/c1b64ed6adf3725a20dcc4f475da747729fc.pdf
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3.Beigenure B peiio:KEHHOM TEKCTE TepyHANAIbHbIC, WH(OUHUTUBHBIC, TIPEIOKHBIC WITH
IpUYACTHBIE OOOPOTHI.

4 IlpuBeauTe MpUMEpbl KOJIMUYECTBEHHOW U 00pa3HOM SKCIIPECCHBHOCTH M3 TIPEIJI0KEHHOTO
TEKCTa.

5.IlpuBenure nmpuMepbl KHMXKHBIX CIIOB U TEPMUHOJIOTHH B MPEIOKEHHOM TEKCTE.
6.Briiennre cBsI3M MEXAY MPEATIOKESHUIMHI, MEXKTy a03allaMH B IPEJIO)KEHHOM TEKCTE.

7. IIpoananu3upynTe aBTOPCKYIO pe€Ub B MPEIJIOKEHHOM TEKCTE.

KoHTpobHbIE BOIPOCHI:
Kaxkue nepeBogueckue cTparerud COOTBETCTBYIONIME KOHTEKCTY BbI 3HaeTe?
Kakue TepMUHBI MOKHO OTHECTH K TeMe «PexoMeHarenbHbie cucTeMbl. KOMIIBIOTPHBIE UTPBI»?

Yto Takoe CKPEKOMCHAATCIIbHBIC CUCTCMbI» 1 KaKOBa 001acTh UX l'IpI/IMeHeHI/IH‘.7

Hcrounuku u nureparypa

Matrix factorization recommender systems. URL:

https://datajobs.com/data-science-repo/Recommender-Systems-%5BNetflix%5D.pdf

Algorithms and methods in recommender systems. URL:

https://www.snet.tu-berlin.de/fileadmin/fg220/courses/SS 1 1/snet-project/recommender-

systems_asanov.pdf

Creating autonomous adaptive agents in a real-time first-person shooter computer game. URL:

http://www.ntu.edu.sg/home/asahtan/Papers/2014/Creating%20Autonomous%20Adaptive%20A
oents%20-%20TCIAIG%202014.pdf

Real-time game adaptation for optimizing player satisfaction. URL:

https://pdfs.semanticscholar.org/270b/dce6053a143b32915d56808063adf8007d5a.pdf

3ansrue 1-17, -10. UHTEIEKTYanbHbIE CUCTEMBI JUISl pa3IMYHbBIX OTpaciaei 3HaHUM

(poboToTEeXHUKA, METUITMHA, COIIMOJIOTHS, KOMITbIOTepHas rpaduka) (47 4.)

B PE3YJIbTATC BBINTOJIHCHUS 3a/IlaHUS CTYACHTLI JOJIKHBI:


https://datajobs.com/data-science-repo/Recommender-Systems-%5BNetflix%5D.pdf
https://www.snet.tu-berlin.de/fileadmin/fg220/courses/SS11/snet-project/recommender-systems_asanov.pdf
https://www.snet.tu-berlin.de/fileadmin/fg220/courses/SS11/snet-project/recommender-systems_asanov.pdf
http://www.ntu.edu.sg/home/asahtan/Papers/2014/Creating%20Autonomous%20Adaptive%20Agents%20-%20TCIAIG%202014.pdf
http://www.ntu.edu.sg/home/asahtan/Papers/2014/Creating%20Autonomous%20Adaptive%20Agents%20-%20TCIAIG%202014.pdf
https://pdfs.semanticscholar.org/270b/dce6053a143b32915d56808063adf8007d5a.pdf
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- HAYYUTHCS MPUMEHATH HA MPAKTHKE COOTBETCTBYIOIINE KOHTEKCTY IEPEBOIUECKHE CTPATETUU
JUTSL TOCTUKEHUST ONITUMAIBLHOTO Pe3yJIbTaTa;
- HAy4YUTbCS MPABUWIBHO HUIEHTU(UIIMPOBATH U IEPEBOAUTH TEPMHHBI;

- HAY4YHUTHCIA y4aCTBOBATH B 6CCGI[€ I10 TEMC 3aHATHA.

3agaHus:

1. I/ISY‘II/ITG HpCﬂHO)KeHHBIﬁ TCEKCT U BBIACINUTC B HEM YCPThI HAYUHOTO CTUJIA, a4 TAKKC
TCPMHUHBI, COOTBECTCTBYIOIIIHUC TCMC.

2. BeinosHuTe NIepeBOI TEKCTA.

YkazaHus 10 BBIIOJHEHUIO 3aJaHHUS:

1 .IIpoananu3upyiTe CHHTAKCUYECKYIO CTPYKTYPY NPEAJIOKEHHOTO TEKCTA.
2.IIpoananu3upyite rpaMMaTHUECKYIO CTPYKTYPY IPEI0KEHHOTO TEKCTA.

3.Beigenure B npeyio:KEHHOM TEKCTE repyHAralbHble, WH(OUHUTUBHBIE, TPEJIOAKHBIE WIH
PUYACTHBIE 0OOPOTHI.

4.1lpuBenute MpUMephl KOJIMUECTBEHHON U 00pa3HOI SKCIIPECCUBHOCTH U3 MPEIOKEHHOTO
TEKCTa.

5.IlpuBeanute npuMepbl KHUKHBIX CJIIOB M TEPMUHOJIOTUU B MPEAJIOKEHHOM TEKCTE.
6.Bbienure cBs3u MeXAy NPEATIOKEHUAMH, MKy ad3aliaMy B IPEJIOKEHHOM TEKCTe.

7. IlpoaHanu3upyiTe aBTOPCKYIO pedb B MPEIJIOKEHHOM TEKCTE.

KoHTposibHBIE BOITPOCHL:
Kaxue nepeBonueckne CTpaTeruu COOTBETCTBYIOIINE KOHTEKCTY Bbl 3HAETE?
Kakue TepMuHBl MOXKHO OTHECTH K TeMe «PoboToTexHuka»?

Uro Takoe «KOMITbIOTEpHAs TpaduKa» 1 KakoBa 00J1acTh €€ MPUMEHEHHUs?

VcTouHMKH U TUTepaTypa

CMDragons 2014 team description. URL:

http://robocupssl.cpe.ku.ac.th/ media/robocup2014:tdp:cmdragons-2014.pdf

A comparison of five recursive partitioning methods to find person subgroups involved in

meaningful treatment-subgroup interaction. URL:


http://robocupssl.cpe.ku.ac.th/_media/robocup2014:tdp:cmdragons-2014.pdf
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http://link.springer.com/article/10.1007/s11634-013-0159-x

Determinants of internet advertising effectiveness: an empirical study. URL:

https://www.researchgate.net/publication/254265848 Determinants_of Internet_advertising_eff

ectiveness_An_empirical study

3ansTtue 11-18. KomnberotepHas 6e3omacHocTh (15 4.)

B PE3YJIbTATC BBIITOJHCHUS 3a/IaHUA CTYACHTBI JOJIKHBI:
- HAYUYUTHCA NPUMCHATDb HAa IPAKTUKEC COOTBECTCTBYIOIUC KOHTCKCTY IICPEBOAUCCKUEC CTPATCTUN
JJId JOCTUKCHU OIITUMAJIBHOT'O PE3YyJIbTaTa,
- HAYUYUTHCA IIPABUIIBHO I/II[eHTI/I(i)I/II_[I/IpOBaTL " IIEpCBOAUTb TCPMUHBI;

- HAYYUTHCA y4aCTBOBATH B 6CCC,HC 10 TCMC 3aHATHA.

3agaHus:

1. I/IBy‘-II/ITC Hpe,Z[J'IO)KCHHHﬁ TCKCT U BBIACIUTC B HEM YCPThI HAYUYHOT O CTUJIA, 4 TAKKC
TEPMHHBI, COOTBETCTBYIOIINEC TCMC.

2. BeImotHUTE TIEpEeBOT TEKCTA.

YKa3aHus 110 BBIIIOJIHEHUIO 3aJaHUs:

1.Ilpoananu3upyiTe CUHTAKCUYECKYIO CTPYKTYPY IPEII0KEHHOIO TEKCTA.
2.1IpoaHanu3upyiTe rpaMMaTHYECKYIO CTPYKTYPY NMPEAJIOKEHHOTO TEKCTA.

3.Bbiienure B npeasoxKeHHOM TEKCTE repyHInalibHble, MHQUHUTUBHBIE, IPEUIOKHBIE WIN
IpUYaCTHBIE 0OOPOTHI.

4.1lpuBenuTe MpUMEpHl KOJTMUYECTBEHHON U 00pa3HOM SKCIIPECCUBHOCTH U3 MPEIOKEHHOTO
TEKCTa.

5.IIpuBennure npUMephl KHUKHBIX CJIIOB U TEPMUHOJIOTUN B IIPEJIOKEHHOM TEKCTE.
6.Bbiiennre cBsi3u MeXAy NPEATIOKEHUIMHU, MKy ad3aliaMy B IPEJIOKEHHOM TEKCTe.

7. Ilpoananu3upyuTe aBTOPCKYIO pedb B IIPEIAIIOKEHHOM TEKCTE.

KOHTpOHLHBIG BOIIPOCHI:
Kakue NEPCBOAUYCCKUC CTPATCTUN COOTBCTCTBYIOIUC KOHTCKCTY BbI 3HaeTe?

Kaxue TepmMuHbl MO’KHO OTHECTH K TeMe «KommbroTepHas 6€301MacHOCTb»?


http://link.springer.com/article/10.1007/s11634-013-0159-x
https://www.researchgate.net/publication/254265848_Determinants_of_Internet_advertising_effectiveness_An_empirical_study
https://www.researchgate.net/publication/254265848_Determinants_of_Internet_advertising_effectiveness_An_empirical_study
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Yro Takoe «KOMITBIOTCPHAA 0e30IMacHOCTh)» U KaKoBa 00J1aCTh €€ HpI/IMeHeHI/IH?

HcTounuku u JIATCpATypa

Can homomorphic encryption be practical? URL: https://eprint.iacr.org/2011/405.pdf

Reconciling two views of cryptography. URL:

http://web.cs.ucdavis.edu/~rogaway/papers/equiv.pdf

Modular security proofs for key agreement protocols. URL:

http://www.isg.rhul.ac.uk/~kp/ModularProofs.pdf



https://eprint.iacr.org/2011/405.pdf
http://web.cs.ucdavis.edu/~rogaway/papers/equiv.pdf
http://www.isg.rhul.ac.uk/~kp/ModularProofs.pdf
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[Ipunoxenue 1

AHHOTANUSA

JucuuiuinHa «AHTIMACKMA TPO(GECCUOHANBHBIA S3bIK M TEXHUYECKUHA MEpeBOI»
peanu3yercss Ha OTICICHUH HMHTEUIEKTYaJlbHBIX CHCTEM B TyYMaHHTapHOH cdepe Kadenpoii
€BpOIEUCKUX A3bIKOB MHCTUTYTA TUHTBUCTUKH PITY.

enpro Kypca sABIETCA HAy4duThb CTYIAEHTOB aJE€KBATHO I0JIb30BAaTbCS MHOCTPAHHBIM
S3BIKOM KakK CpEICTBOM KOMMYHHKALIMU B MPO(ECCHOHAIBHOW cpele, a TakkKe [aTb UM
HEOOXOIMMBbIE HAaBBIKH JUIS TOTO, 4YTOOBI 0€3 3aTpyAHEHHWH, NPaBHIBHO W OCMBICICHHO
OCYILECTBIISATh IMHUCbMEHHBIM MEPEBOJ TEKCTA, CBSI3aHHOIO C €ro CIEHHAIBHOCTBIO, C MEPBOIO
MHOCTPAHHOTI'O S3bIKA HA PYCCKUH S3BIK.

3a1a4u JUCHUIUIMHBIL:

CtryzeHT B pe3yJibTaTe OCBOCHMSI Kypca JI0JIKEH:

- TOJyYWUTh TMPAKTUYECKUE HABBIKM OOIIEHHS HAa HWHOCTPAHHOM  SI3BIKE  IIO
npogeccroHaIbHBIM BOIIPOCAM;

- HAY4YMTbCS M3JIaraTb CBOM MBICIM B YCTHOW M MUCHMEHHOW (opMe U MOAAEPKHUBATH
KUBOH JIMAJIOT HA MHOCTPAHHOM $I3bIKE B cpepe npodeccrHoHaIbHOW KOMMYHHUKAIIHH;

- U3Y4YUTh M COIIOCTaBUTh OCHOBHBIE CTHJIEBbIE OCOOCHHOCTH TEKCTOB HAy4YHOTO
(YHKIIMOHAJILHOTO CTUJISI HA TIEPBOM MHOCTPAHHOM SI3bIKE U HA PYCCKOM SI3BIKE;

- HayuyuThCs IPOBOJAUTH TMPEANEPEBOAUECKUI aHaIM3 TEKCTa, Ha KOTOpoM OynayT
0a3upoBaThCsi U30HMpaeMble MEPEBOJUECKUE PEIICHUS C YYETOM HHIUBHIYaTbHO-aBTOPCKOTO
CTHJIA OpUTHHAJIa U TPeOOBAHUN PYCCKON CTUITUCTHUKHY;

- OBIAAETh MPAKTUYECKMMM IpUEMaMH IE€pEeBOAd, B T.4. MEPEBOJYECKUMH
TpaHchopMalMIMU, U HAYYUTHCS IPUMEHSTh UX C YU4ETOM KOHTEKCTa;

- HAy4HUTBCS TOJBH30BATHCS KOMIBIOTEPHBIMH NpOTpaMMaMH, pa3paboTaHHBIMU B
MOMOIIb MEPEBOIUYUKY (IJIEKTPOHHBIE CIIOBApU, CUCTEMbl aBTOMAaTHU3UPOBAHHOTO IEPEBOJIA), U
INPUHUMATh PELIEHHE O TOM, KOI'/la MX MCI0JIb30BaHHE 000CHOBAHO;

- HAY4YUTHCA NIPOBOJUTH ITOCTIIEPEBOAUECKOE PEAAKTUPOBAHUE TEKCTA;

- HAy4YUTbCs OOOCHOBBIBaTh W30paHHBIC TEPEBOAUECKUE PEIICHHS U PacKpbIBaTh
MEXaHU3M UX BOZHHUKHOBEHHS.

Ilponiecc ocBoeHMsI IUCHMIUIMHBI HampaBlieH Ha (OpMUpOBaHHE —CIEIYHOIUX

KOMIIETECHITHI:
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OK-2 ciocoGHOCTBIO BBICTPAUBATh U PEATU30BBIBATH IEPCIIEKTHUBHbIC TMHUN
MHTEJUICKTYaJIbHOT0, KYJIBTYPHOTO, HPAaBCTBEHHOTO, (PU3MYECKOTO U MPO(HECCHOHAIEHOTO
CaMOpa3BUTHS M CAMOCOBEPIICHCTBOBAHUS

OK-11 croco6HOCTBIO CBOOOIHO MOJIB30BAThCS PYCCKUM U MHOCTPAHHBIM SI3bIKAMU KaK
CPEICTBOM JIEJIIOBOTO OOIIEHUS, CIOCOOHOCTHIO K aKTUBHON COLTMAIEHOW MOOMIIBHOCTH

[1K-31 roTOBHOCTBIO MPEICTABIATH PE3YJIbTATHl HCCIeNOBaHUs B (hOpMax OTYETOB, pedeparos,

myOJIUKaIUi ¥ MyOJIMYHBIX 00CYKICHHMA

B pesynbrare n3yueHus AMCLUILINHBI BBITYCKHUK JTOJKEH

1. 3namo:

OCHOBHBIE MpaBujia NOCTPOEHUs MPO(ecCHOHATBHOTO AUCKYpCa Ha UHOCTPAHHOM SI3BIKE;
OCHOBHbIE OTJIMYMA MPO(PECCHOHATPHOW KOMMYHHKAllMM Ha AaHIVIMHCKOM  f3bIKE OT
npodecCHOHaIbHON KOMMYHMKAIIMM Ha PYCCKOM S3bIKE; OCHOBHBIE TPUEMBl M CTaJAUU
NEPEBOUYECKON pabOTHI.

2. Ymems:

HOPOXJaTh TEKCT [0 BONPOCAM, BXOAALUIMM B €ro MNpopEecCCHOHAIbHYIO KOMIIETEHIIHIO,
COOTBETCTBYIOIINN PEUYEBBIM, SI3bIKOBBIM, )KAHPOBBIM U CTUJIEBBIM HOpMaM aHIVIMHCKOTO SI3bIKa;
OCYLIECTBJISATh NMPEIBAPUTEIbHBIA aHAIN3, TUCbMEHHBIN MEPEBOA U PEAAKTUPOBAHUE TEKCTA C
y4E€TOM €ro (pyHKIMOHAIbHO-CTUIMCTHUECKON MPUHAJICKHOCTH, CTUJIEBOTO CBOEOOpa3us u
TpeOOBaHUI PpYCCKOro s3blka; OOOCHOBBIBaTH CBOE IEPEBOAUECKOE pELICHHE; YMEJo
II0JIb30BaTbCsl KOMIIBIOTEPHBIMU IIPOrpaMMaMH, HaIllpaBICHHBIMH Ha IOMOIIb IEPEBOAYUKY
(371EKTPOHHBIE CI0BApH, CUCTEMbI ABTOMAaTU3UPOBAHHOIO IIEPEBOAA).

3. Bnaoems:

CIOCOOHOCTBIO OTOMpAaTh M HCHOJIb30BATh B HAYYHOW JAEATENBHOCTH HEOOXOIUMYIO
UHpOpPMALMIO 1O HpobjemMaM, CBA3aHHBIM C NPEAMETOM Kypca, C HCIIOJIb30BaHUEM Kak
TPaJUIMOHHBIX, TaK W COBPEMEHHBIX O0OpPa30BaTENbHBIX TEXHOJOTHH; CIOCOOHOCTHIO
CaMOCTOSITEJIbHO HM3y4aTh U OpPUEHTHUPOBATHCS B MACCUBE HAy4YHO-NOMYJISIPHOM M Hay4dHO-
UCCIIEI0BATEIbCKON, XYA0KECTBEHHON JMUTEPAaTyphl U MYyOIUIMUCTUKU C YyYETOM MOJYYEHHBIX
3HaHUi; BcCeMU HEOOXOIUMBIMH ITPHEMaMH TEKCTOJIOTHUECKOT0 aHAJIN3a U NepeBo/Ia.

[IporpaMMo¥ IpeyCMOTPEHBI CIEAYIOINE BUABI KOHTPOJISA: IIPOMEXYTOYHBIM KOHTPOJIb
B (hopme 3aueta c oneHkoit (2,3 cemectp), sk3aMmeHa (4 cemecTp).

OO6mmas TpyA0€MKOCTh OCBOCHHSI TUCIMIUIMHBI COCTABIISIET 9 3.€.



